Custom Certificate Request mit der Windows MMC

Seit Windows Vista / 2008 kann man die MMC verwenden um einen CSR-Request
gegen eine Windows PKI oder eine externe kommerziellen CA zu erstellen.

In diesem Beispiel wird ein nicht CNG Certificate Request erstellt um ein SAN
Zertifikat fuer eine kommerzielle CA zu beantragen.
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‘fou can select snap-ins For this console From those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, vou can configure which extensions are enabled.
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Description:
The Certificates snap

< Back Mest » Cancel | J

Local Computer
Certificates — Local Computer — Certificates
All Tasks — Advanced Operations — Create Custom Request

Standardmaessig existiert nur eine Enrollment Policy



Certificate Enrollment =] e

| Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment For certificates based on predefined certificate templates, Certificate
entollment policy may already be configured For vou,

Configured by you Add Mew

Custom Request

Learn more about certificate enrollment policy

Cancel |

WICHTIG: TMG unterstuetzt keine CNG Zertifikate

icate Enrollment 1Ol =l

| Certificate Enrollment

Custom request

Chose an option from the list below and configure the certificate options as required.

Template: I(No template) Legacy key j

™ suppress default extensions

Request format: (% PKCS #10

oM

Mote: Key archival is not available for certificates based on a custom certificate request, even when this option is
specified in the certificate template,

Learn more about custom request

Cancel |
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| Certificate Enrollment

Cettificate Information

Click Mext to use the options already selected For this template, or click Details o customize the certificate request,
and then click Mexk,

[¥ Custom request 1) STATUS: Available Details (&)
The following options describe the uses and validity period that apply to this type of certificate:
Key usage:

Application policies:
Walidity period (days):

Properties |

Learn more about certificates

Cancel |




Properties
Anzeigename

Hl Certificate Properties

| General |Subject I Extensions I Private Key I
A Friendly name and description will make it easier to identify and use a certificate,
Friendly nanie:
I OWA IT-TRAINING-GROTE.DE

Description:

Learn mare about certificate properties

Cancel | Apply

Common Name (CN) angeben, dieser steht dann auch

im Zertifikat und muss mit

dem oeffentlichen Namen der Veroeffentlichung uebereinstimmen. Wenn ein SAN-
Zertifikat verwendet werden soll, kann der Type DNS verwendet werden.

Certificate Properties

General  Subject |Extensions I Private Key I

The subject of a certificate is the user or computer ko which the certificate is issued. You can
enter information about the bvpes of subject name and alternative name values that can be used
in a certificate,

Subject of certificate

The user or computer that is receiving the certificate

Subject name:
Tvpe:

ICommu:-n Narme j Aadd = |
Walue:
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Alkernakive name:
Tvpe:
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Value:
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Learn mare about subject name
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Der Zertifikat Verwendungszweck ist in der Regel
Data encipherment und Digital Signature. Hier sollte man Ruecksprache mit dem
Zertifikatanbieter halten.

Certificate Properties x|

"eneral | Subject  Extensions | Private Key |
ke usage @ ;I
The key usage extension describes the purpose of a certificate.,

Available opkions: Selected options:
Data encipherment

Key agreement
Key certificate signing
Key encipherment

Mon repudiation < Remave |

[ Make these key usages critical

Extended Kevy Usage {application policies) 1
Easic constrainks @
Include Symmetric algorithm 1) LI

Learn maore gbout certificate extensions

(04 | Cancel | Apply |

In der Regel sollte der Microsoft Strong Cryptograhic Provider und 2048 Bit Key Size
ausreichend sein. Auch hier sollte man im Zweifelfsall mit dem Zertifikatanbieter
sprechen.

Certificate Properties x|

" General I Subject I Extensions Private Key |
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¥ Microsoft Strong Cryphographic Provider (Signature) -

™ Microsoft Base Cryprographic Provider v1.0 (Signature)
[~ Microsoft Base 055 and Diffie-Hellman Cryptographic Provider (Signature)
™ Microsoft Base DSS Cryptographic Provider (Signature)

[~ Microsoft Base Smart Card Crypto Provider (Signature) LI

[ show all C5Ps

Key options &
Set the key length and export options For the private key,

Key size: |2I348 j

W Make private key exportable

[ allow private key ko be archived b

- Strong private key protection

Learn more about private key

QF I Cancel | Apply |




Der Private Schluessel sollte als exportierbar fuer eine locale Sicherung markiert
werden.

Die CSR-Datei in der Regel im BASE64 Format erstellen lassen
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_| Certificate Enroliment

YWhere do you want to save the offline request?

IF wou want to save a copy of your certificate request or want o process the request later, save the request to your
hard disk or removable media, Enter the location and name of vour certificate request, and then click Finish,

File: Mame:
CiibemplIT-TRAINING-GROTE Browse, .. |
File: Farmat:
% Base 64
" Einary

Learn mare about: file format

Cancel |

Die CSR-Datei oder der Inhalt der Datei kann jetzt dem Zertifikatanbieter im Internet
oder der lokalen CA per Webinterface etc. uebermittelt werden.

lalx]
File Edit Format View Help
————— BEGIN NEW CERTIFICATE REQUEST----- =

MIIDMZCCAOMCAQAWIZEhMB8GALUEAWWYT1dBLkTULVRSQUTOSUSHLUASTIRFLKRF
MIIBIJjANBgkghkiGIwOBAQEFAAOCAQSAMIIBCYKCAQEASMBOHATVITXchIjx3q2p
rdmYpIBEC7Xg8jffvzz6T3e2zTjeYS6IBBVIDT2SINp6dFTP22MjkRQWBRK FTDKY
EUMFVHOqQqMKkO4NP1GIXhD+NOIEThFOI 50evkKIHv8mg01RWOCgcevVOoHPZFROMTR
StZeIlMhvnzFGzgaoa7gnksDCh1I5SLHIyYuTkQzxgc8C4TnLkoS/ss3blahcu2E
SUEPOUSAEWSQPN4VIRXexpcdBtQAkSMMCMT kWDHZ y ASwWwwCzUGTHVKPTNXcqGTke
3Qxrortmj+oe098zbik4niEhTgz04AMATbYkbmz33NZOFX8mel+Xws 7 ramrdiyoy
'YWIDAQABOIIBMTAABgOrBgEEAYI3DQIDMQWWC]YUMS43NJAXL JIWRQY JIKwYBBAGC
NXUUMT gwNgIBBQwMvZILOFIyLUdSTIRFDBpXMks4UjItR1IPVEVCQWRtaWSpC3RyY
YXRvegwHTULDL kvYRTBkBgkohkiGIw0B CQdxvzBVYMTOGA1UdEQQAMB UCGU 1R SUWL
SVQtVFIBSUS5ITkctR1IPVEULUREUWDgYDVROPAQH /B AQDAGSQMB0GA1UDDgOWBB QS
59zN6H ] fowabvu4+M1xRIqNS0ZBmMBgo rBgEEAYI3DQICMVgwyVgIBAhSOAEQAAQR ]
IAHI AbwB Z_AGBAZgB OACAAUWB OAHIAbwB UAGCATABDAHIAeQBWAHQAbWE NAHIAYQBwW
AGQAAQB JACAAUAB YAGBAdYB pAGQOAZQB yAWEAMAOGCSQGSIh3DOEBBQUAA4TIBAQD
ZtvBRrPFIPOYyZg08Na/WoxQKH /w4LZDB85QQx58smvuawQgThEv4tkihPoigE+5a
IFMgI67QLOXTDgp1 IMthdyyo7bsEwve03++IqvTmtlwsMkiwmkwwaOnouz4PzTHTD
n760LaL12PksPf4v2v5zgwE25ZEAWMAS VA /MZOBhe rqGwz8xLdZz2PgDPYFDsHf U
HpTV3I/zxG6aTg1AtNns IMRXrFypRYySpubz5clcz6z2B0AtVZgSymPxdcEwWeh+nmu
4EDIRxUScFd3BICIYqglsDmm+pLTULNVFGC/SWSNGsop16bdwv+MZyDLF3LYXSDF
0QRO%0yBfUWQRZ75+pqZ

————— END NEW CERTIFICATE REQUEST-----




