Vodafone — MDM mit AirWatch

Administrationsgrundlagen

http://www.vodafone.de/downloadarea/VSDM Erste Schritte IT Administrator.pdf
VSDM FAQ

http://www.vodafone.de/downloadarea/FAQs zum Vodafone Secure Device Mana

ger_V2.pdf

CSR Request auf Windows Server erstellen fuer Apple-Push Notification Service
Certificate (nur iOS).

Zertifikat anfordern

Eigenschaften fiir definierten Namen

gl

Geben Sie die erfarderlichen Informationen fir das Zertifikat an. Fir "Bundesland/Kanton" und "Ort"
miissen die offiziellen Mamen ohne Abkirzungen angegeben werden.

Gemeinsamer Marme:

Crrganisation:

Organisationseinheit:

Ot

Bundesland,kanton: INiedersachsenl

Land Region: IDE j

Zuriick I Weiter I Fertig Abbrechen
RSA 2048 Bit
Zertifikat anfordern E
| | Eigenschaften fiir Kryptografiedienstanbieter
L

Wahlen Sie einen Kryptografiedienstanbieter und eine Bitldnge aus. Die Bitlange des
Verschlisselungsschlissels bestimmk die Verschlisselungsstarke des Zertifikats, Je gréfier die Bitlange,
desto héher die Sicherheit. Eine grofiere Bitlange kann jedoch die Leistung verringern,

Kryptografiedienstanbieter:

Microsoft RSA SChannel Crvptographic Provider j

Eitlange:

Zuriick | Weiter I Fertig Abbrechen



http://www.vodafone.de/downloadarea/VSDM_Erste_Schritte_IT_Administrator.pdf
http://www.vodafone.de/downloadarea/FAQs_zum_Vodafone_Secure_Device_Manager_V2.pdf
http://www.vodafone.de/downloadarea/FAQs_zum_Vodafone_Secure_Device_Manager_V2.pdf

Zertifikat anfordern K

|
||| Dateiname

=L

Geben Sie den Dateinamen Flr die Zertifikatanforderung an, Diese Informationen kinnen zum
Signieren an eine Zertifizierungsstelle gesendet werden,

Dateiname fir die Zertifikatanforderung:

e Dechbop vodafane. bxt I]

Zuriick | Weiber I Fertig Abbrechen

Einloggen am Vodafone Certificate Portal

https://mdm-cp.vodafone.com/VECP

)(s .‘ & https:/fmdr-cpadafone.com/UFCP L-ai OH & mdm-cpuodafone.com & Anmeldung ‘ ‘
File Edit Wiew Favorites Tools Help

s M WMK-LookupTool 20 XING 27TV £ MCT [y My Forurns £ Banking-VoBa

Anmeldung

English (United Kingdom) v

Gruiﬁen—lD

Benutzemame
I

Kennwort
Anmeldung

Powered by airwatch
‘Copyright® 2012 AirWstch



https://mdm-cp.vodafone.com/VFCP

Signing Request einreichen

APNs Signing Request x

APNs Anforderungsprozess

Certificate Signing Request [CSR]™ Hochladen

Speichern \ \Zurﬁcksetzen

Da st er
) APNs Signing Request APNs Anforderungsprozess

[ ] 2197

30.10.2012 20:24:30

AifWatch™ Copyright® 2012 Powered by @irwatch’

https://identity.apple.com/pushcert

iPhone iTunes Support

Apple Push Certificates Portal

Sign in.
|

Forgot your Apple ID?

Password

Forgot your password?

S

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, or find a reseller. Apple Info Site Map Hot News RSS Feeds Contact Us

Copyright © 2012 Apple Inc. All rights reserved.  Terms of Use Privacy Policy


https://identity.apple.com/pushcert

Certificates for Third-Party Servers

Service Vendor Expiration Date* Status Actions

Mobile Device Management  AirWatch Oct 30, 2013 Active

*Revoking or allowing this certificate to expire will require existing devices to be re-enrolled with a new push certificate.

About Apple Push Certificates Portal

Create and manage push certificates that enable your third-party server to work with the
Apple Push Notification Service and your Apple devices.
Learn more about Mobile Device Management

MDM push certificates created in the iOS Developer Enterprise Program have been
migrated to the Apple Push Certificate Portal.

Learn more about MDM push certificate migration

Zertifikat exportieren
Apple Push Certificates Portal R e

Certificates for Third-Party Servers

Service Vendor Expiration Date* Status Actions
Mobile Device Management  AirWatch Oct 30, 2013 Active
*Revoking or allowing| & Save As -certiﬁcate.
2[00 computer » 0S(C) » temp v c,| [ search temp o]
Organize v New folder = @
About App ¢ Favorites | {Marse Datemday
B Desktop No iters match your search,
1§ Downloads

Create and manage %] Recent places
Apple Push Notifical Za SkyDrive i
Learn more about M

4 Libraries
2 @ Documents
MDM push certifical & Music

migrated to the Apy

[ Pictures
Learn more about M 9 Podeasts
. Videos
= vi[<] m >
TR [VIDM_ AirWatch _Certificate.pem v
Save as type: 1 PEM File (*.pem) v |

4 Hide Folders Save

Do you want to open or save MDM_ AirWatch_Certificate.pem from identity.apple.com? | open || save |v|| cance | x

Shop the Apple Onli




Zertifikatanforderung auf 11S abschliessen

& e -

Impartieren. ..

Zertifikatanforderung erstellen. ..

Zertifikatanforderung
abschliefen. ..

Doménenzertifikat erstellen. ..

Selbstsigniertes Zertifilak
erstellen. ..

® Hire

Cnlinehilfe

Exportieren als .PFX

Zertifikat exportieren E

Exportieren nach:

IC:'I,temp'l,'-.-'Ddaﬁ:une.pr e |

Kennwork:

Kennwort bestatigen:

O I abbrechen




Anmelden am Vodafone Secure Device Manager

ogin/Index

P~ a&c| & Login

e & httpsy//vsdm.vodafane.de/Console

S M2 MX-LookupTool 2( XING £]TV E]MCT i My Forums & Banking-VoBa

Login
Username

sm@it-training-grote.de

Password

Forgot Password?

g T
";Il
: |

. ’

‘A
X'

Vodafone Secure Device Manager !

Powered by Airwatch

Copyright® 2012 | About AirWatch

Zertifikat einspielen

rscle Setings/ApnaCentificste

@ bt i vodfone.de, Corscl et

File Edit View Favortes Tools Help
L M MCLostupTaol 3 XNG TV &)MCT [ MyForms ] Banking Vola

o Vodafone Secure Device Manager

P - @ C | @ sirwatch Settings

Menu My Favorites Help

Location Group

em— Device / iOS / APNs For MDM

Enabied* M
Device
General
BlackBerry

Current Setting innert ® Owermice

APNs For MDM
APNs For Applicaions
App Catalog

Cartificate”™  Ce:

e Upioaded| Change

Type Pix

WiNdows Pnone:

Issued to C=US, CN=APSP:7c706e90-boeB-4d6e-be83-50221a22a209,
0ID.0.9.2342.19200300.100.1. 1=com.apple mgmt External. 7eT06e5d-
BCeB-406e-De83-502213223268

Issued by CN=Apple Application Integration Certification Authority, OU=Apple
Certification Authority, O=Apple Inc., C=US

Valid From 1013012012

Valid To 10/3012013

Thumbprint 1 D

Owerrige only ® Innert ¢

Child Permission*

Save

Reset



Admin Accounts einrichten

Admin Accounts

3 Add User “» Batch Import Filter Grid Q
Username First Name Last Name Email Address Role EULA Location Group Actions
) grotem@it-training-grote de Marc Grote: grotem@it-training-grote de IT Admin REE. Y /7 09

User hinzufuegen

Add / Edit User 2

Last Name™ | auibiink

Email Address™

Email Username

Email Password

| change |
Phone Number  +40 MEFERSRm
Enable Device Staging [ ]
Message Type (O None O Email ® sms
* For Basic Users, Email/SMS will not have a password if not changed.
MessageBody | Sie wurden als VSDM-Nutzer angelegt: 0
Benutzername: {EnrollmentUserName}
Passwort: {EnrollmentPassword}
Login-Daten bitte speichern.
Endgeraete Registrierung
Browserbasiert und App basiert ist moeglich
w...vodafone UK 3G 21:39 3 100% @2 u...vodafone UK 3G 21:39 3 100% @2 i vodafone UK o 21 100% G

Vodafone Enrolment

:40 3
= [ "Cancel Install Profile
mm-ds.vodafone.com... G -

cemion Code: b ceme — Vodafone Enrolment
User Name
Verified Install
[ ] You will now be prompted to begin Sienits
i 2 ion of the i Description Enroliment Settings
E’ ) profile. Signed mm.vodafone.com
Tap Here if you are not prompted Recelved 25 Aug 2011
automatically. Contains Device enroliment challenge
m Need Help?
More Details >
‘} w..vodafone UK 33 21:40 3 100%G&>  «..vodafone UK 3G  21:41 3 100% &
Cancel Wéming Install Profile Installed
vodafone
- — = Mobile Device Management m MDM Profile

Installing this profile will allow the
administrator at “https://mm-

ds.vodafone.com/DeviceServices/
AppleMDM/Processor.aspx” to Description MDM Profle Settings
remotely manage your iPhone.

© Verified

Signed mm.vodafone.com
Received 25 Aug 2011

Contains Certificate
Mobile Device Management

The adminisirator may collect
personal data, list of apps,
add/remove accounts and
restrictions, and remotely erase data More Details >
on your iPhane.

Quelle:
http://www.vodafone.de/downloadarea/VSDM Erste Schritte Endgeraetenutzer.pdf



http://www.vodafone.de/downloadarea/VSDM_Erste_Schritte_Endgeraetenutzer.pdf

Device Profile fuer Plattform erstellen

Select Platform

Android

A
' l Passcode
Credentials

I Apple
Passcode
LDAP
SCEP

D BlackBerry

»» B ejice

Symbian

symbian Passcode

.. Windows Phone

Passcode

Ay

Device Profil editieren

Device Profiles

) Add  “ Bulk Import

Location Group: 493eRREAR  Stalus: Active

Active Profile Name
@0 Kameraus
Items 1-1 of 1

Funktionalitaet ein/ausschalten

Kamera aus

@, Passcode

© Restrictions

= WiFi

& ven

& Email

£3 Exchange ActiveSync
I LoAP

[ caipav

Subscribed Calendars

CardDAV
36 Web Clips
W credentials
<> SCEP

¥ Advanced

#+ Custom Settings

Managed

Yes

General #1

x
Restrictions Wi-Fi VPN Exchange ActiveSync  Bookmarks
Custom Settings
Restrictions Wi-Fi VPN Email Exchange ActiveSync
CalDAV Subscribed Calendars ~ CardDAV Web Clips Credentials
Advanced Custom Settings
Telecom Advanced Custom Settings
Wi-Fi Exchange ActiveSync ~ Custom Settings
Status Active Publish [Al Platform [Any Setting Group |All Filter Grid QG
Publish: Al Platform: Any  Seiting Group: All 1 result(s) found
Platform / OS / Model Ownership  Managed By Current / Available Actions
Apple /i0S 6.0.0 / iPhone Any 49 0/1 Z Q€ x
Page Size: | 50
A
Name*  |Kamera aus
Description
Platform™
Deployment | Managed
Minimum Operating System | j0S 6.0.0
Model | iPhone
Ownership | Any
Importance | Normal
Sensitivity | Normal
v
Allewsr Rammvzl | Bhaave il
Save | |Save&Publish| | Reset




Profile zuweisen

Edit Assignment for Profile: Kamera aus x

Name
Platform
Payloads Present in Profile

Minimum Operating System  i0S 6.0.0

Model | iPhone

Root Location Group  40NBEEREAS

Assigned Location Groups® FLere S e

Select a Location Group

Save & Publish Reset

Geraete Suche

Menu My Favorites Help Device 6

Location Group .
10 wa—— Device Search

o age “

Saved Criteria Location Group: A9GQEMMSNSSS  Flatform: Apple | Android | BLacKBerTy | Windows Mobils | Windows Phons | Symbian  Ownership: Corporate | Employee | Shared | Undefined 1 resuitjs) found
Last Saved Sea[w] / |
Last Seen Friendly Nam wnership user Plattorm os Madel
Platform 0 atem BT ———— Undefined " Apple 108600 iPhone
e Fone DTCO ,

& appie

S 1o Page Size: |20 |v
& android
W BlackBemy

4 windows Mobile

B windows Prone

W symoian

Model

Select v
Ownership

M comperate

& Empioyee

& shared

& Undefined



Reports

Reports

All Reports

Filter Gri

My Reports Category: | All v
Recent Reports
Name Category Description Actions
Active Inactive Users By Location Devices Summary of active/inactive users at a selecled point in time. QARG E
Settings
AN ACCOUNT Login History User Management Login NESIony 10r SEIECed Amin ACCounts. QNG 6
Subscriptions
Application Compliance Compliance Application compliance list for devices under MDM. QARG E
Device Application Detail Applicalions. Snows a detail st of apPECALIoNS 0N JEVICES Per ICation groups. QNG 6
Device Application Summary Applications Ovenview of instalied applications by location group QARG E
Devioe Battery Log Devioe Details Detailed list of battery 1095 for Selected Jevices within a selected me frame. QNG 6
Device Compromised Devices Devices compromised within the selected time period QARG E
Device Down Devices Devices which are currently down in selected location group(s). QG 6
Device Down - WLAN Devices Devices. curmently down on Wireless LAN QanG @8
Device Down - WWAN Devices Devices currently down on Wireless WAN QNG 6
Device Duplicates Devices Duplicate device records in selected location group(s) QanG @8
Device Enroliment User Summary Devices Devices and their enroliment users by location group. QNG 6
Device Group Summary Devices Summary of the NUMDET Of BEVICES In £ach JEVICE Qroup. QanG @8
Device Inventory Detail Device Inventory Detailed list of devices at selecled location group(s). QARG aE
Device Inventory Detall - WLAN Device Inventory Devices In €ach Iocation group on Wireless LAN QG @
Device Inventory Detail - WWAN Device Inventory Devices in each location group on Wireless WAN. QARG aE
Device Inventory Detail With Appiications Device Inventory Applications by device Wilh device-Speciic detalls. QanG @8
Device Inventory Detail With User Information Device Inventory Detailed device inventory including current user information. QRGaE

Bulk Management

Loggedin as grolem@ittraining-grote.de T Admin at 49

Menu My Favorites

Bulk Managemen Device

Search Criteria

[ Select Saved Criteria

™ | ioad [ Detete]  [Wew view Name

Friendly Name ‘

Serial Number ‘

Location Group (25 il [¥]

Location ‘

Location Number ‘

Location Start Number ‘

Location End Number ‘

wakermoce! [ Any v

Operating System | Any v]

Device Category [ Any v

Device Group [Any v

Device Ownership [ Any V]
Sutus g

Show All Devices

O Show Up Devices:

Show Down Devices

Tunnel

Show All Devices
O show Only Devices Connected to the Tunnel
O Show Only Devices Not Connected to the Tunnel

Mobile Equipment 1D ‘

Provisioning Errors

search ||

Reset Search Criteria

Bulk Aktionen

Device 1D ‘

ssip ‘

MAC ‘

1P Address ‘

1 Range st

IP Range End ‘

Phone Number ‘

Circuit Card 1D ‘

Operator/Carrier

Product Provision ‘ Any v|

(® Show All Devices

) Show Devices With Errors

O Show Devices With No Errors

Bulk Manageme Levice

Click here 1 search again with new citeria

Dovica Assignmant

ek to Update Devices

e e e

Select All | Select Mone 1
Friendly Name CiEis Device Group Locn Group Location Lacn # Equipment Last Activity
O o0 700 Undefined e o O 8 minute(s) ago

Paga 111 (1 hems)




Dashboard

grotem @it training

| Logout|

0 Vodafone Secure Device Manager

Menu My Favorites Help Device - G

Location Group

rrn— Asset Tracking
Device Ownership = Flatforms Last Seen
Carporsi - Dedcated o S Devces -
e — Enchoyes Owned ® Unotngs s 4
4 4
Device Compliance
3 3
2 2
1 1
o o
Apple Up Down Days >T Days >15 Days >30 Days
Al v Filter Gnid QE*T
Last Seen CIEIS  Use Platiorm os Mode h o 3
4 T16ms RO 100 DTC0 — 800 iPhone 10 191 —
SR
Page Size: |50 [v]

Application Management

0 Vodafone Secure Device Manager

Menu My Favorites Help Device ]
Location Group
A Internal E
Add Application Fiatiorm (Al [v] sutus fan ™ [Fitter Q G
Active Identifiers Descriptio CurrentRelease  Release Infc A
) VodafoneSDM 1.0.4 Apple Application (i}
] 26042012 Assigned To: Global
.:} ‘com air-waich agent Minimum OS: 108 Any
> VF

of Page Size: |50 (v

Device und Application Compliance

grolem@it-traming-grote. de [N~ | Logout |

o Vodafone Secure Device Manager

Device C =

Menu My Favorites Help

Location Group
Device Compliance Policies

R,
All Device Policies
Compliance Policy
) Compromised Device Sefings Policy Is disabled
Appiication Compiiance
Platform Specific Policies
Policy

Compromised Device Compliance Allow compromised devices

Compromised Stalus Out Of Date - Level 1
Compromised Status Out Of Date - Level 2
Compromised Status Out Of Date - Level 3
Operating System Comgiiance

Model Compliance

Perform action(s) on "Out of Dale” devices

Perform action(s) an “Out of Dale” devices

Perform action(s) on *Out of Date” devices
Blocked Operating Systems: 0

Blocked Models: 0



