TMGBPA - Forefront TMG Best Practice Analyzer

Download:
http://www.microsoft.com/downloads/details.aspx?FamilylID=8aa01cb0-da96-46d9-
a50a-b245e47e6b8b&displaylang=en

i'é'l Forefront TMG Best Practices Analyzer Tool Setup : x|

Welcome to the Forefront TMG
Best Practices Analyzer Tool
Setup Wizard

The Setup Wizard will install Forefront TMG Best Practices
Analyzer Tool on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

< Back I Mext = I Cancel

Lizenzvertrag zustimmen

Automatische Updates
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Automatic updates

Forefront TMG Best Practices Analyzer Tool automatic update option

The Forefront TMG Best Practices Analyzer Tool contains a live update mechanism.
Please choose whether you would like the Forefront TMG Best Practices Analyzer Toal
to look for new updates everytime it starts. This option can be modified in the
'Updates and customer feedbadk' screen.

Would you like to look for new Forefront TMG Best Practices Analyzer Tool updates
every time the application starts?

i~ yez, (Recommended)
i No.

< Back I Mext = Cancel

CEIP yes ©

i'é'a Forefront TMG Best Practices Analyzer Tool Setup

Customer Experience Improvement Plan

Flease help us improve the next Forefront TMG Best Practices Analyzer To...

The Customer Experience Improvement Program is designed to improve the quality,
reliability and performance of Microsoft software and services, Think of it as your
chance to help design the next version of Forefront TMG Best Practices Analyzer Tool
and to help us improve our services.

The program collects information about computer hardware and how you use
Forefront TMG Best Practices Analyzer Tool without interrupting you. This helps
Microsoft identify which Forefront TMG Best Practices Analyzer Toal features to
improve., Mo information collected is used to identify or contact you. You can stop
participating in this program at any time by dicking Help|Customer Feedback Options.
For mare information wvisit http: ffwww. microsoft, com/productsfceip.

Partidpate in the Forefront TMG Best Practices Analyzer Tool Customer
Experience Improvement Program. (Recommended)

™ I do not want to particpate in the program at this time.

| < Back I Mext = Cancel

Feuer frei

Starten
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Completing the Forefront TMG
Best Practices Analyzer Tool
Setup Wizard

Completing the Forefront TMG Best Practices Analyzer Tool
Setup Wizard.

¥  Start the Forefront TMG Best Practices Analyzer
Tool when the wizard coses.

= Back I I Zance|

Check for Updates

] Welcome
[] Start a scan

[] Select a Best Practices
scan b view

[ Wiew arepart
[-] Start BPAZizio

E': Forefront TMG Best Practices Analyzer Tool

Forefront TMG Best Practices Analyzer Tool 2 Windows Server System
|
Checking for Updates...
Flease wait while we check for updates.
— 7%
Estimated time to complete: O minutes, 47 seconds

[] Schedule a scan
See also

[ Forefrant TMG Best
Practices Analyzer Help

[ Abaut the Forefront TMG
Best Practices Analyzer

[ Send us vour feedback

[-] Updates and customer
feedback

Neuer Scan

The Forefront TMG Best Practices Analyzer is connecting to https://www microsoft.com./isaserver/code/lsaBPA/2.5/en to check for updates. There may be updates to
the toal, or there may be updates to the configuration file. The corfiguration file contains all the properties that this tool retrieves and all of the rules it uses to analyze those
propetties. The configuration file is updated frequentfy and can be downloaded, installed, and used without restarting the tool. f a newer version of the tool is found, you will
need to update and restart the tool.

ﬂ] Cancel thiz check.
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Forefront TMG Best Practices Analyzer Tool 2 Windows server Syst

[ ‘welcome
[ Start a scan

[ Select a Best Practices
zcan ta view

[] “iew a report

[ Start BPA2Visio
[] Schedule a scan
See also

[] Farefront TMG Best
Practices Analyzer Help

[ About the Farefront THMG
Best Practices Analyzer

[ Send uz vour feedback

[0 Updates and customer
feedback.

Welcome to the Forefront TMG Best Practices Analyzer

This tool examines the Forefront TMG computer. During the scan, configuration information is gathered and analyzed from several sources for example, WMI, registry,
Forefront TMG configuration), and verfied for comectness.

When the gathering and analysis process is complete, a report is generated, listing found issues, amanaed by severity. For each issue, the tool provides a detailed
description of the problem and how it can be fi

‘You can begin a new scan, or view an existing scan repart.

ﬂJ Select options for a new scan

Select a Best Practices scan to view

E' Forefront TMG Best Practices Analyzer Tool

[ welcome
[] Start a scan

[] Select a Best Practices
FCan bo wiew

[£] Wiew a repart

[ Start BPAXisio

[ Schedule a scan
See also

[ Forefront TMG Best

Practices Analyzer Help
[ about the Forefront TMG

Best Practices Analyzer

[ Send us your feedback

Start a Scan

Enter the scan label: IHrstScan
Enterthe AD server: |w2k8r2
Scan type IHeahh Check j

Start zcanning

Dauert ein bissle



Forefront TMG Best Practices Analyzer Tool

[] Select a Best Practices
0N b0 view

] Wiew a report

[-] Start BPA2Visio
[] Schedule a scan
See also

[ Foarefront TMG Best
Practices Analyzer Help

[ About the Forefront TMG
Best Practices Analyzer

[ Send uz your feedback

[] Updates and customer
feedback

E' Forefront TMG Best Practices Analyzer Tool

A Windows Server Syste
|

[ welcome
[] Start a scan

Scanning In Progress...

Please wait while the Forefront TMG Best Practices Analyzer creates a Best Practices report by gathering data from the specified locations and analyzing it

L] 28%

Estimated Time Remaining: Iminutes, 31 seconds

Stop Scanning

Scanning details:

Total: 1in progress, 1 completed

3 TMG Canfiguration [— ] 0

& Completed

5 TMG Installation

Sehr lange, aber meine Test VM hat auch nur 3 GB RAM ®

Forefront TMG Best Practices Analyzer Tool

[] Select a Best Practices
sCan bo view

] Yiew & report

[] Start BPAZVizio
[] Schedule a scan
See also

[] Forefront TMG Best
Practices Analyzer Help

[ About the Forefront TG
Best Practices Analyzer

[ Send us your feedback

[] Updates and customer
feedback.

E Forefront TMG Best Practices Analyzer Tool

2 Windows Server System

[] welcome
[] Start & zcan

Scanning In Progress...

Flease wait while the Forefront TMG Best Practices Analyzer creates a Best Practices report by gathering data from the specified locations and analyzing it

N 100

Estimated Time Remaining: 0 minutes, 43 seconds
Stop Scanning

Scanning details:

Total: 1in progress, 3 completed

E Hardware [ 57
|j Operating System & Completed
|j THIG Configuration & Completed
|ﬂ THG Installation & Completed

Oh je, der kleine ist Scheintod
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Forefront TMG Best Practices Analyzer Tool

[ welcome
[ Start a scan

[ Select a Best Practices
$Can b view

[ “iew a repart

[ Start BPAZYisio
[] Schedule a scan
See also

[ Farefront TMG Best
Practices Analyzer Help

[] About the Farefrant THG
Best Practices Analyzer

[ Send us vour feedback

[ Updates and customer
feedback

Noch mehr

E Forefront TMG Best Practices Analyzer Tool

View Best Practices Report
FirstScan
Other Reports

Select Report Type: & [#] List Reports el IEE Tree Reports o

Has this tool been helpful?  Yes " No
Critical lssues lemlifoﬂna:iondlml

All Issues  @7iems)

=) Print report @ Expart repart }3 Find Amange by: ICIass

@ An access rule haz an empty set of souices

@ An access rule has an empty set of sources

@ Connection to Microzoft Feputation Servdices Failed

@ Connection to Update Source Failed

@ Forefront TMG cannot connect to the specified configuration storage server.

@ The Configuration Storage Access Blocked error alert was signaled 2 times

@ The Definition Jpdates Checking Failed enor alett was signaled 1 times

@ The Definition Updating Failed eror alert waz signaled 1 times

@ The secure channel to the primary domain controller cannot be verified

@ The secure channel to the tusted domain controller cannot be verified

@ The WFP Fiter Conflict Detected ermor alert was signaled 5 times

‘_ﬂ A palicy rule blocks FTP uploads

‘_ﬁ A policy rule blocks FTP uploads

‘_ﬁ A policy rule blocks FTP uploads
_ﬁ A policy rule blocks FTP uploads

# Windows Server System

| v

Forefront TMG Best Practices Analyzer Tool

[ ‘welcome
[ Start a scan

[ Select a Best Practices
3 b view

[ “iew a report

[] Start BRAZVisio
[ Schedule a scan
See also

[] Forefront TG Best
Practices Analyzer Help

[ About the Forefront TMG
Best Practices Analyzer

[ Send us your feedback

[ Updates and customer
feedback.

View Best Practices Report

FirstScan

Select Report Type: & [# List Reports o 'Eg Tree Reports o

Other Reports
Has this tool been helpful?  Yes Mo

Griical Issues Al ssues | informational ems |

All Issues  (271ems)

=4 Print report @ E=part repart }3 Find Amrange by: IClass
A A policy rule blocks FTP uploads
A A, palicy rule blacks FTP uploads

A A policy rule blocks FTP uploads

A A, palicy rule blacks FTP uploads

A Forefront TMG Records Logs to the Spstem Drive

1\ Sict APC compliance is enforced in an access rule that allows traffic to or from the Local..

‘_ﬂ Stict RPC compliance iz enforced in an access rule that alows traffic to o from the Local..

_ﬁ The Configuration emor waming alert was signaled 1 times

A The lower and upper limits of the source part range for an access rule are equal

A The tMalware Inspection Cumently Unavailable wamming aleit was signaled 1 times

A The network adapter [00000019] 55L Metwork Tunneling is disconnected

A tultiple defaul gateways are configured
A Primary DNS faled to respond

A DNS search arder iz blark

1\ Forefront THG is running on a virtual server

4 Windows Server Systerm

Ll

Zusammenfuehrende Informationen
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E’ Forefront TMG Best Practices Analyzer Tool

& Windows Server System

[ Welcome
[ Start ascan

View Best Practices Report

FirstScan
[] Select a Eest Practices
scan to view Select Report Type: % 2] List Reports [ad 'Eg Tree Reports el E_EI Cther Reports
[ iew a repart
Has this tool been helpful? " Yes " Mo
[ Start BPAizia
[ Schedule a scan Crtical Issue;l Alllssues  Informational kems |
See also Informational ltems  (gitems)
[ Forefront TMG Best 4 P
e ey o 8 =) Print report @ Export repaort p Find Amange by IClass ﬂ

[ Abaut the Farefront TMG
Best Practices Analyzer

[ Send us your feedback

[ Updates and customer
feedback

BPA2Visio

(i) *TMG Best Practices Analyzer version 8 was used

(i) Logical disk C: is 136 GE in size.

@ Server manufacturer. Microzoft Corporation. Server model: Virtual Maching.

(i) The Revert to Last Known Configuiation Succeeded information alert was signaled 2 times

(i) The Service Started information alert was signaled 4 times

Q) Thiz server has 1 processoifs) instaled

(i) This server has 3072 ME of physical memary installed [Rak),

@ Thiz computer has 2 connected network. adapters

E’ Forefront TMG Best Practices Analyzer Tool

Forefront TMG Best Practices Analyzer Tool
- _______________________________________________________________|

[ Welcome
[] Start a scan

[] Select a Best Practices
2Can bo view

[-] “fiew a report

[ Start BPAZVizio
[0 Schedule a scan
See also

] Forefront TG Eest
Practices Analyzer Help

[ About the Forefront TMG
Best Practices Analyzer

[ Send us your feedback

[ Update: and customer
feedback.

Schedule a scan

View Best Practices Report

First Scan
Select Report Type: * Lij List Reports

Has this tool been helpful ?

o 'EE Tree Reports [ E_EI Other Reports

 Yes (" Mo

Citical Issues | Alllssues  Informational tems |

Informatio

=) Print repart

Visio 2003 and Visio 2007 could not be found an the local computer,
Verify that Visio is correctly installed.

“TMG Best P

Logical disk [
— MNote thatitis possible to run BPA2Visio on a computer other than the

Semer many  computer on which the Forefront TMG Best Practices Analyzer report was
created.
The Revert t More information can be found in the Forefront TMG Best Practices Analyzer
) Help file.
The Service
Thiz zerver b

[ o ]

Thiz zerver k

Thiz computer has 2 connected networl: adapters
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Forefront TMG Best Practices Analyzer Tool G

[ Welcome
[ Start a scan

[ Select a Best Practices
sCah bo view

[ View a report

[ Start BPAZizsio
[] Schedule a scan
See also

[ Forefront TMG Best
Practices Analyzer Help

[ About the Forefront TMG
Best Practices Analyzer

[ Send uz your feedback

[ Updates and customer

Schedule a Scan

Scans can be configured to run on a scheduled basis. I this option is enabled, scans with the cumently specified parameters will run at the specified interval. If this

application is closed, scans will continue to run. The output can be examined by restarting this Ul

[¥ Enable scan scheduling

Start time: |I|]9:49 ﬁ I Fretag .22, Januar 2010 j

| Run weexly |

Run frequency:

EJ Exit this tool
ﬂ] Sawve and Euit thiz taol

feedback

TMGBPA Help

2 TMGBPA

Hide

& O

Back  Prnt  Options

=le ]

Contents |Search| Fa\mritesl

=] This computer has less than 2 GEB ¢

] Current processor speed is less thal
2] Processor speed is less than 550 N

_] Logical and physical disk performar

] A disk drive is reporting an emor

2] Alogical disk has less than 3 GB of

This computer has only one connet
This computer has no connected n
] A network adapter on this compute

[2] The IP address of a network adapt
_] This computer has twa or more con
[2] The Microsoft Forefront TMG Job £

2] The Microsoft Forefrort TMG Cortr—
2] The Microsoft Forefrort TMG Stora
2] The Microsoft Forefrort TMG Firew
] The DHCP Server service is runnin

Overview of the Forefront TMG BPA Tool

The Microsoft® Forefront Threat Management Gateway Best Practices Analyzer Tool (referred to from here on as the Forefront TMG
BPA Tool) is a diagnostic tool that automatically performs specific tests on configuration data collected on the local Forefront TMG
computer frem the Forefront TMG hierarchy of administration COM objects, Microsoft Windows® Management Instrumentation (WMI)
classes, the system registry, files on disk, and other sources.

The resulting report details critical configuration issues, potential problems, and information about the local computer. By following
the recommendations of the tool, administrators can achieve greater performance, scalability, reliability, and uptime.

For every issue, the Forefront TMG BPA Tool provides the following kinds of informaticn:
+ A description of the issue

» Recommended best practices related to the issue

» Step-by-step procedures for fixing the issue

# Links to more detailed information about the issue and related topics

» A technical description of the test used to discover the issue

7] The DNS Server service is unning
2] The World Wide Web Publishing st
] This computer is a domain controlle
2] Forefront TMG may block traffic to 1
2] Forefront TMG may block LDAP tra
7] Forefront TMG may block traffic to 1
_] Extension Mechanisms for DNS {EI
_] The Extemal network isusedina s
2] One or more server publishing rules
:] The name of the server cenficate 2
:] A secure Web publishing rule speci
2] There reno ceticates ntheloce The Forsfront TMG BPA Tool does not ch hing i figuration, and it does not automatically send information about
[2 e Frewall Engnesinat eming 1 0 e 0 o myone. However, yols &an uee the THG Data Packager £ sond the output fles that contain the
=] One or more information alerts were results of a scan to support engineers for further analysis.

One or more waming alerts were iss
2] One or more emor alerts were issuet
:] The cerificate used by the servers
[2] The name on the cerificate used br
2] The cerificate used by the server s

=] The certificate used by the servers

Tha nema of tha eanrer enanfiad
4 i

“You can use the Forefront TMG BPA Tool both to troubleshoot current problems and to proactively verify that the configuration of
wyour Forefront TMG computer is set according to the recommended best practices.

The Forefront TMG BPA Tool is supplied with the following supplementary tools:

The TMG Data Packager, which creates a =single .cab file containing Forefrent TMG diagnostic information that can be easily sent
to Microsoft Product Support Services for analysis.

BPA2Visio, which generates a Microsoft Office Visio® diagram of your network topology as seen from the Forefront TMG
computer.

Also in Summe auf den ersten Blick wenig neues (oder gar nichts)



