Microsoft Forefront "Stirling" - Forefront Stirling - Ueberblick und
Konfiguration

In diesem Artikel zeige ich kurz den Funktionsumfang von Forefront Stirling.

Erster Artikel Forefront Stirling im Ueberblick:
http://www.it-training-grote.de/download/stirling-b2-1.pdf
Artikel zu Forefront Security fuer Exchange
http://www.it-training-grote.de/download/stirling-b2-2.pdf
Artikel zu Forefront Client Security
http://www.it-training-grote.de/download/stirling-b2-3.pdf

Ich nutze wieder die herunterladbare VHD-Testumgebung von Microsoft.
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Was enthalten die Downloads

. Denver
- Domain Controller
- Roles: DHCP server, DNS server, NPS server
-WSUS 3.0 SP1

. Stirling
- System Center Operations Manager (SCOM) 2007 R2 (build 6407 - beta 1)
- SQL Server 2005 SP3
- Forefront Stirling (build 1677 - beta 2)
- Outlook 2007

. Venice
- Forefront Client Security (build 1677 - beta 2)
- NAP agent
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- Outlook 2007
. Madrid
- Exchange Server 2007 SP1 (Mailbox/Client Access/Hub Transport roles)
- Forefront for Exchange (build 243 - beta 2)
. Sydney
- Windows SharePoint Services (WSS) 3.0 SP1
- Forefront for SharePoint (build 243 - beta 2)
. Toronto
- Exchange Server 2007 SP1 (Edge Transport role)
- Threat Management Gateway (build 7264 - beta 2)

Stirling Konsole

Beim Starten von Stirling verbindet sich die Konsole mit dem Remote MS SQL
Server 2005.

Connecting To Server (3]

Microsoft®

Forefront

Connecting to Stirling

Validating credentials.

Cancel

In der Stirling Konsole erhaelt man einen Ueberblick ueber die wichtigsten
Komponenten und den moeglichen Konfigurationsparametern.
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In der Server Konfiguration koennen die einzelnen Stirling Rollen eingerichtet und

entsprechenden Benutzern und Gruppen zugeordnet werden.

T Microsoft Forefront codename Stirling Management Console

Pratection Technology Set

Name
View Only Administrator
Operations Administrator
Administrator

Limited Administrator

Description

Protection Services Adminisirators can manage assessments, and can also
View Only Administraters can view both reports via SQL Server Reporting Ser.
Operations Admininstrators can perform tasks and view the dashbeard, butc...
Stirling Administraters have full permissions to perform all functions in the Sti
Limited Administrators ean edit policies. but cannot creats new policies or ar.

Roles | Role |

Name:

Protection Service Administrator

Description
Protection and can also add or remove members from the assessment framework. For example, a
Protection Senvices Administrator can add a new Threat member to th framework.

Date modified Date created

2/24/2000 2:27 PM 2/24/2000 2:44 AM

Modified by: Created by.

CONTOSO NT AUTHORITYSYSTEM

Neue Benutzer und Gruppen

koennen hinzugefuegt werden.



Select Member

General

Protection Service Administrator

Description: Protection Services Administrators can manage assessments, and can also
add or remove members from the assessment framewaork. For example, a
Protection Services Administrator can add a new Threat Management
Gateway array member to the assessment framewaork. -

Members:

CONTOSONAdministrator

[ Apply H OK ][ Cancel ]

Forefront Stirling bietet eine Reihe von Schutztechnologien fuer einzelne Produkte
oder Funktionen von Microsoft.

1 Microsoft Forefront cod Stirling M Console

File Edit View Actions Help

Server Configuration Protection Technolc

Roles Name Type Maodified On Owner

Protection Technology Set § giirjing SharePoint Protection SharePoint Protection 212312009 144:27 PM
Stirling NAP Protection Network Access Protection 2/23/2009 1:44:27 PM
Stirling TMG Protection Threat Management Gateway 2/24/2009 2:27.08 PM CONTOSOWdministrator
Stirling Mail Protection Mail Protection 2/23/2009 1:44:27 PM
Stirling Core Protection Stirling Core 22312009 1:44:27 PM
Stirling Client Protection Client Protection 2/23/2009 1:44:27 PM
Stirling AD Protection Active Directory Protection 2/24/2009 4:05:08 PM

Verschiedene Tasks koennen mit Stirling eingerichtet werden



1 Microsoft Forefront codename Stirling Management Console

File Edit View

Task Library
Active Tasks
Task History

Actions

Help

ive Tasks

Name
‘§SA Metadata Loader {FG0098AG-3128-45¢0-0CFE-7C782546CBEA}

Resolve unknown signatures {4806000F-2541-4153-BF5C-06B2EF600998}
Send telemetry to MSA {65824CEB-8B78-4e4f-BIA5-6CD5439660DF}
Resolve unknown signatures {20A3BAA6-1F61-4a45-B566-F5CC843362EC)
Resolve unknown signatures {20A3BAA6-1F61-4a45-B566-F5CC843362EC)
Resolve unknown signatures {4806000F-2541-4153-BF5C-06B2EF600998}
AM Metadata Loader {7B582228-3849-4994-8F 8B-F 2B8944ABD 14}

Revoke deleted catalogs from distribution {021A6906-448B-4658-AC31-B40B1CC30755)

Status

‘Submitted
‘Submitted
Submitted
Submitted
Submittzd
Submitted
Submitted
Submitted

General

Action

§5A Metadata Loader
Revoke deleted catalogs fror
Resolve unknown signatures
Send telemetry to MSA
Resolve unknown signatures
Resolve unknown signatures
Resolve unknown signatures
AM Metadata Loader

Task name:

Send telemetry to MSA {65824GEB-8B78-4e4f-BIAS-6CD5439660DF)

3 Monitaring

Distribution status:
Submitted

Policy Management

Started on client systems:

f‘ﬁ Assets and Groups

1

X Investigation

Not started on client systems:
o

) Taske

Action:

f ~ Server Configuration

Send telemelry to MSA

Started:

4121/2009 2:29:40 AM

Failed on client systems:

0

Succeeded on client systems:
g

Uebersicht ueber die Stirling Tasks

L Microsoft Forefront codename Stirling Management Console

Actions  Help

Task Library
Adtive Tasks
Task History

Task History

j Manitoring

Policy Management

}5@ Assets and Groups

#{° Investigation

] Tasks

f Server Configuration

Stirling bietet eine Konsole zum Ueberblick ueber aktuelle Sicherheitsprobleme,

Name Status Action Start |l
Resolve unknown signatures {20A38... Submitied Resolve unknown signatures 41192009 11:47:15PM
AM Metadata Loader {7B582228-38.. Submitted AM Metadata Loader 4/19/2009 11:44:49 PM
Resolve unknown signatures {20A38... Submitted Resolve unknown signatures 41192009 11:57:16 PM
Resolve unknown signatures {20A38... Submitted Resalve unknown signatures 4/19/2009 11:52:15 PM
Resolve unknown signatures {20A38... Submitied Resolve unknown signatures. 4/19/2009 11:42:15PM
Resolve unknown signatures {20A38... Submitted Resolve unknown signatures 41192009 11:27:14 PM =
Resolve unknown signatures {20A38... Submitied Resclve unknown signatures: 4/19/2000 11:22:16 PM
Resolve unknown signatures {20A38... Submitied Resolve unknown signatures 41192009 11:37:15PM
Resolve unknown signatures {20A38... Submitted Resolve unknown signatures. 4/19/2009 11:32:15PM
Resolve unknown signatures {20A38... Submitted Resolve unknown signatures 41202009 12:02:16 AM
Resolve unknown signatures {20A38... Submitted Resalve unknown signatures 41202009 12:37:14 AM
Resolve unknown signatures {20A38... Submitied Resolve unknown signatures. 41202009 12:32:14 AM L4
AM Metadata Loader {7B582228-38... Submitted AM Metadata Loader 41202009 12:44:43 AM
Resolve unknown signatures {20A38... Submitied Resclve unknown signatures: 41202000 12:42:14 AM
Resolve unknown signatures {20A38... Submitied Resolve unknown signatures 41202009 12:27:14 AM
Resolve unknown signatures {20A38... Submitted Resolve unknown signatures: 41202009 12:12:15 AM
Resolve unknown signatures {20A38... Submitied Resolve unknown signatures 412012009 12:07:16 AM
Resolve unknown signatures {20A38... Submitted Resolve unknown signatures 412012009 12:24:17 AM
Resolve unknown signatures {20A38... Submitted Resolve unknown signatures 41202009 12:17:50 AM
Send telemetryto MSA {55824CEB-.  Submitted Send telemetryto MSA 41172009 11:30:22 AM
type:FSys.55A Metadataloaderd113... Submitied SSA Metadata Loader 41172009 11:31:10 AM
Resolve unknown signatures {20A38... Submitied Resolve unknown signatures 411772009 11:32:15 AM
Revoke deleted catalogs from distrib... Submitied Revoke deleted catalogs from distri..  4/17/2000 11:30:22 AM
type:FSys SRUIntemalSource Importd... Submitied Import signatures from internal sour..  4/17/2009 11:30:19 AM
AM Metadata Loader {7B582228-38.. Submitted AM Metadata Loader 41172009 11:31:01 AM
Resolve unknown signatures {20A38... Submitted Resolve unknown signatures 411772009 11:30:10 AM
Resolve unknown signatures {48060... Submitted Resalve unknown signatures 41172009 11:30:19 AM
SSA Metadata Loader (F60098A6-3.. Submitied SSA Metadata Loader 41172009 11:31:07 AM
Resolve unknown signatures {20A38... Submitted Resolve unknown signatures 411712009 11:40:50 AM
Resolve unknown signatures {48060... Submitied Resclve unknown signatures: 4/19/2000 11:19:10PM
Resolve unknown signatures {20A38... Submitied Resolve unknown signatures 41192009 11:19:10PM -
ol i ]
General
Task name:
Distribution status: Started
Started on client systems: Failed on client systems:

welche von Stirling gefunden wurden.
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File Edit View Actions Help

Investigation

b All Cases Filter Columns All Cases. o

Current Case
Case ID Subject Deseription Created by Date Created  Date Modified  Start Time End Time State New investigation case..

Case ID Subject
Description

Assets:

Starttime: End time:
Date modified: Date created
State: Created by:

ﬂ WS

| Policy Management

#l{, Assets and Groups.

X Investigation

) Tasks

f . Server Configuration

Bestimmte Windows Versionen, Server Rollen und Funktionen koennen zu Gruppen,
sogenannten Computer und Benutzer Gruppen zusammengefasst werden.

Ll Microsoft Forefront codename Stirling Management Console ==
File

Discovery Sources s
nputer Groups.

) Aasets N Modified B Date Modified
+ Groups lame ified By ate i Refresh
ErmTT T Unknown Computers NT AUTHORITYISYSTEM 202412000 2:44 AM Create New Group.
User Groups All Exchangs Servers NT AUTHORITYISYSTEM 202412000 2:44 AM Cremte New Emply Computer
All SharePoint Servers NT AUTHORITYISYSTEM 202412008 2:44 AM Group
All Discovered Computers NT AUTHORITY\SYSTEM 202412000 2:44 AM Delete Computer Group
Unassigned Computers NT AUTHORITYISYSTEM 202412009 2:44 AM Edit Computer Group
AllNPS Seners NT AUTHORITYISYSTEM 202412008 2:44 AM Display Group Membors
Disnlay Resultant Policy
Edit Group: All Discovered Computers [=lE==
{ 4D Save 43 Savean > Clo
General Group membership:
Group
Binding Precedence Query Builder | Advenced Query
FSys.Assetld I= 0 AND FysAssetTypeld = 1 -
5 TG
| Policy Management -
f,{g Assets and Groups Clear

v
iy Al Discovered Computers Computer Group ‘;

| Tasks Description:

System group that contains all computers that have been identified by the Stirling discovery process. System groups are automatically created and cannot be ¢

f . Server Configuration

Motes:

Es gibt eine Reihe von vordefinierten Policies, welche angepasst werden koennen.
es koennen aber auch neue Richtlinien erstellt werden.



LA Microsoft Forefront codename Stirling Management Console =0 ==

cy Management

. Bindings
4 Poliies N Descript Created B Date Created Modified B Date Modified Protect
T (ame escription reated By ate Crea ified By ate Modif rotectid]  Refrash
User Policies Default NP Security Policy This policy defines .. NTAUTHORITY'S.. 2242000244 AM  NTAUTHORITYIS.. 212412000 Z:44 AM Create New Policy.
Default SharePoint Security Policy  This is a system po.. NTAUTHORITYS..  2/24/2009 244 AM  CONTOSO\Admini.. 2/24/2009 8:42 AM Import Polcy
Default Client Protection Policy  Thisis a system po.. NTAUTHORITYIS..  2/24/20092:44 AM  CONTOSOMAdmini.. 472022008 1219 AM
Default Exchange Security Policy  This is a system po.. NTAUTHORITYS..  2/24/2009 244 AM  CONTOSQWAdmini.. 2/24/2008 8:40 AM
Description:
Notes:
4 Monitoring i
Policy Managsment
ﬁi) Assets and Groups 7
Y —— Date modified: Date created:
) Tesls Modified by: Created by:
Server Configuration
Edit Policy: Defautt Exchange Security Policy = oo ]

Outbound =

Mame:
Service Exceptions

Program Exceptions
Port Exceptions Description:
- Unicast and ICMP Exceptions
- NAP - Windows Firewall Settings
Network Inspection System Notes:
General A
Security State Assessment
Reboot Policy

Default Exchange Security Policy

This is a system policy that is applied to all Exchange Servers that are managed by Microsoft Forefront System codename 'Stirling’. It contains default host protection settings f

- Services
- Data Execution Prevention |
File System Management
IS Security Date modified: Date created:
Account Management — | 2/24720098:40:31 AM 2/24/2009 2:44:07 AM
- Microsoft Office Security Madified by; Crested by:
- SQL Server Security
CONTOSOVAdministrator NT AUTHORITY\SYSTEM

Intemet Explorer Security
User Account Control
Data Protection (BitLocker)
Device Control
- Security Updates
... NAP Enforcement
Monitoring and Response
Computer Response Plan
Computer Asset Value
Detection Policy
-Exchange
Antispam
Connection Filter
SMTP Recipient Filtering
SMTP Sender Filtering
- SMTP Sender 1D Filtering
. Global Exceptions
Content Filter
Exchange Hosted Filtering
Exchange Hosted Filtering Actions
Global Settings
- Advanced Options
- Scan Options
Engine Updates
Monitoring
Notifications
Incident Options
- Quarantine Options
Filters
Configure
Antimalware
Mailbox Realtime
- Mailbox Scheduled
- Hub Transport L4

L,

Stirling bietet auch ein umfassendes Alerting System, mit welchem Administratoren
sich ueber verschiedene Zustaende informieren lassen koennen.
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Microsoft Forefront codename Stirling Mat ment Console
Sl

Alert Name: Alert Status.

Stirling Agent managed machine is connecting to more than one Stirling ... Enabled
System Center Operations Manager 2007 agent queue is full Enabled
System Center Operations Manager connection failed Enabled

Refresh

General

Mame:

Status:

Description:



