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Microsoft Forefront UAG — Configuring Forefront UAG as a DirectAccess Server —

Part Il

Abstract

This is a three part article series.

In part | | showed you how to configure the prerequisites for using Forefront UAG as
a DirectAccess Server
This article will show you how to configure Forefront UAG as a DirectAccess Server
Part Ill of this article series will show you how to troubleshoot DirectAccess client
connections and how to monitor DirectAccess clients with Forefront UAG

Let's begin

In part | of this article series we finished installing all prerequisites for a successful
Forefront UAG DirectAccess implementation. It is now time to use the Forefront UAG
Management Console to enable DirectAccess for your organization.

We start with Step 1.
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Figure 1: DirectAccess console in Forefront UAG

We want to allow DirectAccess clients to connect to corporate resources and we
want to enable Remote Management of DirectAccess computers as shown in the
following screenshot. As an optional step it is also possible to enable the DCA
(DirectAccess Client Connectivity Assistant). The DCA installs a small software
package (MSI package) on the DirectAccess client and the DCA will create a



program symbol in the task pane of the clients. The DCA reports DirectAccess client
activity for the enduser and offers some additional troubleshooting steps when
DirectAccess is not working as expected.

3¢ Clients and GPOs Configuration

Clients and GPOs Configuration

Deployment Maodel

Client Domains You can deploy Forefront UAG DirectAccess to conmect DirectAccess clients to internal netwarks, and for

Policy Management remote management of Direct&ccess clients.

Client Groups
¢« Allow DirectAccess clients to connect to internal networks, and enable remote management of
DirectAccess clients

" Enable remote management of DirectAccess clients only

,-6, When you allow clients to access internal netwarks, you can configure settings that include two-factor

=" glient authentication, NAP enforcement, and force tunneling. If you select remote client management
only, these settings are not available, and clients can only access servers listed in the Management
Servers page of the Infrastructure Servers Wizard.
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Figure 2: Enable DirectAccess to access internal resources

Enable DirectAccess for client computers in your Active Directory infrastructure and
select the domain(s) for which you want to enable DirectAccess.

Forefront UAG automatically creates three group policy objects which will be linked
later to the top level of the Active Directory domain and filtered via group policy
security filtering. Administrators are able to modify the default settings.
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Clients and GPOs Configuration

Deployment Maodel . ) . . . i
Farefront UAG uses GPOs to deliver UAG DirectAccess policy settings to client computers, the UAG DirectAccess server,

Client Domains and application servers. UAG Directiccess can create the GPOs automatically, or you can save policy settings to

: existing GPOs you have designated for DirectAccess.
Policy Management

Client Groups [ Automatically generate the following GPOs for DirectAccess policies:

GPO Mame | Location
Clients UAG DirectAccess: Clients (UAGS . DOMAIN. LOCAL) domain.local
Gateway UAG DirectAccess: Gateways [UAGS.DOMAIN, LOCAL) domain.local

Application Servers UAG DirectAccess: AppServers (UAGS DOMAIN, LOCAL) domain.local

Madify... |

" Save the UAG DirectAccess setti ngs to these existing GPOs:

GPO Mame |
Clients

Gateway

Application Servers
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Figure 3: Automatically create Group Policy objects

It is possible to enable DirectAccess for an Active Directory security group or
Organizational Units (OU). | recommend applying DirectAccess to a security group
because this is more flexible.

2 Clients and GPOs Configuration : |

Clients and GPOs Configuration

Deployment Model ) : L i § - :
From the client computer domains, select organizational units {OU) or security groups containing clients that

Client Domains will be allowed to connect using UAG DirectAccess. Client GPO policy settings are applied to these
DirectAccess clients.

Palicy Management
Define DirectAccess clients based om:

& Security groups " Organizational units (OU)
Emable DirectAccess for clients in these OUs or security groups:

R0irecticcessComputers|

Remove

Add.. |
__Remoe |
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Figure 4: Enable DirectAccess for a windows group




Forefront UAG DirectAccess requires two conductive public Internet facing IPv4
addresses and for the internal IP address of the Forefront UAG Server you must
create a host record with the name ISATAP in the internal DNS Forward Lookup
zone of your Active Directory infrastructure. We did this in part | of this article series
and also removed ISATAP from the DNS global query block list.

a UAG DirectAccess Server Configuration

UAG DirectAccess Server Configuration

Connectivity
IP-HTTPS Certificate

IPsec Certificate Authentication

Learn more...

To set up the UAG DirectAccess server, assign IP addresses to the Internet-facing and internal networks.

a UAG DirectAccess Internal
Server nebwark

Internet-facing Internal

First Internet-facing IPv4 address:

Internal IPv4 address used when ISATAP is
deployed on the UAG DirectAccess server:

212,212.20,222 j 10.80.,16.153
Second Internet-facing IPv4 address: Internal IPvE address:
212,212,20.223 j

ISATAP IPvE transition technologies will be enabled on the UAG DirectAccess server. Register the
DNS name TSATAP” with "10.80.16.153" on the DMNS in all domains to enable IPvE connectivity on
these domains. In addition ensure that ISATAP is not blocked inthe Global Query Block List on all
DNS servers.

< Back | Next = I Finish |
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Figure 5: DirectAccess IP address configuration

Next we must select the server certificate used to authenticate DirectAccess clients.
This certificate is used for IP-HTTPS the last transition technology used by a
DirectAccess client when native IPv6 connectivity or a Teredo connection is not
possible. Before it is possible to select this certificate in the Forefront UAG
DirectAccess wizard we must request a computer certificate via the local computer
certificate MMC SnaplIn from the internal Certification Authority. DirectAccess clients
must trust the issuing CA. This should be true when you use a Active Directory
integrated CA where the Root CA certificate will be automatically distributed to every

domain joined client.

The CDP (CRL Distribution Point) must be available from DirectAccess clients on the
Internet. We changed the CDP of the CA and published the CDP in part | of this

article series.



@ UAG DirectAccess Server Configuration

UAG DirectAccess Server Configuration

Connectivity IP-HTTPS is a transition technology used by Directficcess clients connecting over IPvd, The UAG

IP-HTTPS Certificate D!rectA.ccess server acts as an IP-HTTPS Web server, and uses a server certificate to authenticate to
DirectAccess clients.

IPsec Certificate Authentication
Select the server certificate used to authenticate to DirectAccess clients:

ICN:portaI.isasenfer.org Browse.. I

,:6:, Directiccess clients must trust the CA that issued the server certificate. The CRL distribution
=" point must be accessible to DirectAccess clients on the Internet.
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Figure 6: Certificate for IP-HTTPS

Select the CA that will issue certificates for IPsec authentication. Forefront UAG and
the clients must trust the CA and the DirectAccess clients requires a computer
certificate for establishing a IPsec infrastructure tunnel. We did this in part | of our
article series.

One additional note: If you have a large number of DirectAccess clients it is also
possible to use computer certificate autoenrollment to enroll computer certificates
automatically.
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UAG DirectAccess Server Configuration

Connectivity UAG DirectAccess uses certificates from a root or intermediate certification authority (CA) for

IP-HTTPS Certificate IPsec authentication between the DirectAccess server and DirectAccess clients.

IPsec Certificate Authentication

Select the CA that will issue certificates for IPsec authentication:
¥ Use a certificate from a trusted root CA:

IDC=IocaI, DC=domain, CM=my-root-CA Browse...

" Use a certificate from an intermediate CA:

I Browse.. |

,-6, The UAG DirectAccess server and client computers require a certificate in the trusted
=" rootor intermediate CAstore to indicate that the CA s trusted, and a client computer
certificate issued by the CA in their local computer certificate store,

Edit IPsec advanced security settings..
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Figure 7: Specify internal Root CA

As a next step we must specify the URL used by DirectAccess clients to determine if
they are connected to the corporate network or to the Internet. The NLS (Network
Location Server) Server is a Web Server on the corporate network with a HTTPS
binding and a Web Server certificate issued from the internal Certification Authority.
We talked about the implementation of the NLS Server in part | of this article series.

Please note: The NLS Server will be excluded for access from DirectAccess clients
from the Internet. So in typical environments you should use a dedicated NLS server
with no required functionality from DirectAccess clients connected to the Internet.



a-lnfra structure Server Configuration

Infrastructure Server Configuration

Network Location Server DirectAccess clients attempt to access a URL on the network location server to determine if they

DNS Suffixes are connected to the internal network. If access succeeds, the client considers itself part of the
internal network and therefore does not use UAG DirectAccess for network connectivity.
Authentication Domains

Management servers Specify the URL used to access the network location server:

httpsyy |msx2010-en.domain.local Validate

Example: insideoutside.corp.contoso.com

I.- T ) The network location server should be located inthe internal network, and be highly
' awvailable. Client connectivity might be disrupted if the URL is unavailable.

I @J Validation successful. The URL httpsy/msx2010-endomainlocal is reachable.

Learn more... < Back | Next = | Finish | Cancel |

Figure 8: Check NPS Server availability

The next step is important for internal DNS name resolution for DirectAccess clients
connected to the Internet. The DNS suffixes you specify here will be resolved by
Forefront UAG DNS64. Forefront UAG installs its own DNS Server which is
responsible for IPv4/IPv6 A and AAAA record name resolution.

&-Infra structure Server Configuration

Infrastructure Server Configuration

Network Location Server

e Enter the name suffixes and IP addresses of internal DNS servers used to resolve DNS suffix queries.

Mame Suffix | IP address of DMNS Server

Authentication Domains

*.domain.local [DNS564]

Management Servers
- msx2010-en.domain.local [Excluded]

* Double-click here to add...

Select a local name resolution option:
" Only use local name resolution if the name does not exist in DNS (most restrictive)

5 Fall back to local name resolution if the name does not exist in DMNS or the DMS servers are
unreachable when the client computer is on a private network {recommended)

" Fall back to local name resolution for any kind of DNS resolution error (least secure)

Learn more... < Back | Next = I Finish Cancel

Figure 8: Internal DNS suffixe for DNS64 name resolution through Forefront UAG



We want to enable DirectAccess for the local Active Directory domain.

The next step in the Forefront UAG DirectAccess wizards allows Administrators to
add internal management servers. These management servers are able to access
the DirectAccess client after the first IPsec tunnel (the infrastructure tunnel) has been
established.

& Infrastructure Server Configuration

Infrastructure Server Configuration

Metwork Location Server DirectAccess management servers provide services to DirectAccess clients. Add internal management servers to
discoverable built-in groups, and user-defined groups.

DNS suffixes g s
1% Add Grou | L Refresh Al Add Server ~ [ Select Al

Authentication Domains N E % J

- Access Enabling Groups: Servers I
5 Buittin Sever Groups Somamioca 5
. -4:1 Domain Controllers

'If:’t HRA Servers L, W2K8R2-EN.domain.local
1 5CCM Servers

;i:"_ Anti-\irus Servers

Li:"_ Windows Update Servers
[ Li:"_ User-Defined Server Groups

t“'& Discoverable groups were last refreshed on Thursday, March 22, 2012 5:41 PM.
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Figure 9: List of Infrastructure servers

Step 4 is a optional step and allows Administrators to setup end-to-end
authentication and encryption for traffic to selected application servers.

After all configuration steps has been sucessfully configured, click Apply Policy.
Forefront UAG allows you to review the configuration steps before Forefront UAG
creates the group policy objects. Please check the settings carefully before you apply
the configuration.



Sg Forefront UAG DirectAccess Configuration Review ;IEIEI

Forefront UAG DirectAccess Configuration Review

[»

Group policy objects were generated with these settings. If the settings are correct, click"apply Mow" to apply the
policies.

i
‘¥ DirectAccess Client Settings

* Apply GPO client policies to these security groups:

Ha, DirectAccessComputers

+ Apply deployment mode:

o Allow access to internal networks, and remote management
s Directiccess Connectivity Assistant settings:

o Do not configure DirectAccess Connectivity Assistant

]
] DirectAccess Server Settings

DirecthAccess server Internet-facing address: "212.212.20.222°

DirectAccess server internal address: "10.80.16.153"

Internal network subnet: 2002:d4d4:14de:8000:/49

The root certificate to which remote clients chain is:

DC=local DC=domain, CN=my-root-CA

+ The certificate that the DirectAccess server uses for HTTPS is:

CM=portal saserver.org ﬂ

Learn mare.. Apply Mow I | Print Review Cancel |

Figure 10: Group policy settings created by the DirectAccess wizard

Click Apply Now.

Forefront UAG now creates the group policy objects in Active Directory. If the
Forefront UAG Server has not the required permissions to create group policy objects
you are able to export the settings to a script and a other user with appropriate Active
Directory permissions can use the Windows PowerShell to create the group policy
objects with the script created earlier.



DirectAccess Policy Configuration x|

Palicy Configuration Log:

= Clearing all Tinks for GPDO 'UAG DirectAccess: AppServers {UAGB.DDMAIh_:J
> Done!

Clearing all 1inks for GPD "UAG DirectAccess: AppServers (UAGE.DOMAIN.L

Checking if GPO "UAG DirectAccess: AppServers (UAGI.DOMAIN.LOCAL]' in d

= Trying to find GPO '"UAG DirectAccess: Appservers (UAGS.DOMAIN.LOCAL)'
GPD "UAG DirectAccess: AppServers (UAGI.DOMAIN.LOCAL) " fTound

> Checking if the GPO 'UAG DirectAccess: AppServers (UAGS.DOMAIN.LOCAL)
The GPD is writable

== Configuring domain.local“UaGc DirectAccess: AppServers (UAGE.DOMAIN.L

Executing Reset local GPO for domain.local“UAG DirectAccess: AppServers

done.

Executing Export Tocal policy to file ...

done.

Executing Import from export-file to domain gpo=domain.local“UAG Direct

done.

============ UAGDA Group Policy Apply Completed. Elapsed time is 00:00:

Script run completed with no errors or warnings.
-
_*|_I

Kl |

Figure 11: Group policy script creation

Click Activate to activate the DirectAccess configuration on the Forefront UAG
Server. Forefront UAG now takes some configuration changes and activates for
example its own DNS64/NAT64 services.

If you want to backup the Forefront UAG configuration before you activate the
configuration, enable the appropriate checkbox.

L} Activate Configuration

¢ Activate Configuration

You must activate the configuration to apply your changes.
If you select to back up the configuration, current settings (prior to activation) will be saved.

¥ Back up configuration before performing this activation

Activation might take several minutes,

l L Ensure the DirectAccess group policy has been updated on this server,

Activate = I Cancel

Figure 12: DirectAccess activation and backup

After the activation was successful check the group policy objects created by
Forefront UAG. Start the group policy management console on the Forefront UAG
Server or a Active Directory domain controller and locate the DirectAccess group
policy objects.



Tip: For a better understanding how DirectAccess works it is very helpful to become
familiar with the different group policy settings.

E Group Policy Management ;Iil_’
2L File Action View Window Help |=|i|_>‘
p ke JESNEINENN ?
[k Group Policy Management UAG DirectAccess: Clients (UAG3.DOMAIN.LOCAL)
= 'g I;S;e;;;i?rza\n.local Scopel Details  Settings | Delegatlonl
= # d“,m;:;z‘lf"mmam oy UAG DireclAccess: Clients (UAG3.DOMAIN.LOCAL) 4]
:j UAG DirectAccess: Clients (UAG3.DOMATN.L Data collected Dn_: Z.D?.ZD‘IZ 17:4317 show.dl
=] UAG Directaccess: Gateways (UsG3.0oma1 | | Computer Configuration (Enabled) hide
| Microsoft Exchange Security Groups e -
o] TMG-User Security Settings hide:
8 3 Senriy o WindowsFroal i Avced Sty i
5] Starter GPOs Global Settings show
] Sites Private Profile Settings show
56 Group Policy Modeling - - -
% Group Policy Results Fublic Profile Settings show
Outbound Rules show
Connection Security Settings show
MName Resoclution Policy hide
Global Settings show
Rule Settings show
Administrative Templates hide
Policy definitions (ADMX files) retrieved from the central store.
Metwork/Network Connections show
Metworle/Network Ci ivity Status show
Network/TCPIP Settings/IPv6 Transition Technologies show
Exdra Registry Settings show
User Configuration (Enabled) hide: -
Mo settings defined.

Ifilgure 13: Created group policy lobjectlsl by Forefront UAG

The last step is to apply the group policy named “UAG DirectAccess: Clients” to the
DirectAccess Notebook. Connect the Notebook to the corporate network and run a
GPUPDATE /force from the command line, reboot the machine and check if the
DirectAccess group policy has been successfully applied to the client. After that,
disconnect the client from the corporate network, enable access to a public ISP
(Internet Service Provider) and test if the Notebook can access corporate network
resources. If the connection was not successful or if you want to monitor
DirectAccess clients connected to the Forefront UAG Server, you should read part Il
of this article series.

Conclusion

In this second article we walked through the activation of DirectAccess in Forefront
UAG. I tried to show you the necessary steps for a successful DirectAccess
implementation with Forefront UAG. In part Il of this article series | will show you how
to monitor and troubleshoot DirectAccess connection on the client side and with the
help of Forefront UAG.

Related links

Forefront UAG DirectAccess deployment guide
http://technet.microsoft.com/en-us/library/dd857320.aspx
Forefront UAG DirectAccess planning guide
http://technet.microsoft.com/en-us/library/ee406191.aspx
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Forefront UAG DirectAccess technical overview
http://technet.microsoft.com/en-us/library/ee809094.aspx

Secure CDP publishing with Forefront TMG and the HTTP-filter
http://www.isaserver.org/tutorials/Secure-CDP-publishing-Forefront-TMG-HTTP-
filter.html

Planning CAs and certificates for Forefront UAG DirectAccess SP1
http://technet.microsoft.com/en-us/library/gg502563.aspx

Microsoft Forefront UAG — Overview of Microsoft Forefront UAG
http://www.isaserver.org/tutorials/Microsoft-Forefront-UAG-Overview-Microsoft-
Forefront-UAG.html

Forefront UAG technical overview
http://technet.microsoft.com/en-us/library/ee690443.aspx
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