Forefront Protection Server Management Console 2010
Testumgebung:

1 x Windows Server 2008 R2 DC

1 x Windows Server 2008 R2 mit Exchange Server 2010 SP1 und Forefront
Protection fuer Exchange Server 2010

1 x Windows Server 2008 R2 mit Sharepoint 2010 und Forefront Protection fuer
Sharepoint 2010

1 x Windows Server 2008 R2 mit der Forefront Protection Server Management
Console 2010

Alle Systeme sind EN.
Forefront Protection Server Management Console 2010 Installation

Nennen wir ihn kurz FPSMC ©

Microsoft Forefront Protection

Welcome to the Microsoft Forefront
Protection Server Management Console 2010
installation

Setup will now guide you through the installation of Microsoft
Faorefront Protection Server Management Consale 2010 with
support for Forefront Protection for Exchange and Forefrant
Protection for SharePaint.

Mext = Cancel




Standalone, ist ja nur fuer meinen Sharepoint- und Exchange Server

Microsoft Forefront Protection Server Management Console 2010

Select a role for your server:

Server Roles
& standalone

¢ Primary

™ Badkup

FPSMC needs a passward to encrypt and transfer sensitive
data between Primary and Backup servers.

Password: I

Confirm Password: I

Important: You must use the same password for both your
Primary Server and Backup Server.

Mext = I Cancel

Express reicht fuer kleine Umgebungen

rosoft Forefront Protection Server Management Console 2010

Select the type of database installation for the Microsoft
Farefrant Protection Server Management Console 2010,

{* Express
Use Microsoft SQL Server 2008 R2 Express on the FPSMC
Server. A dedicated server instance will be created for the
sole use of FPSMC,

" Enterprise

Use an existing SQL server in your enterprise, Before
proceeding with an Enterprise installation, make sure that
your Database Administrator has created the FPSMC
databases and the login user. You will need this
information in a subsequent step.

Click Check prerequisites to have Setup verify that all needed
prerequisites are present, It will then continue with the
installation.

Check prerequisites I Cancel




Lassen wir FPSMC mal checken ...

Da fehlt noch was

Microsoft Forefront Protection Server

Preparing to Install...

Microsoft Forefront Protection Server Hanagement

This software reguires the following prereguisites to be installed.

Microsoft Windows Optional Components
Microsoft Sgl Server 2008 R.2 Express

Would you like them installed now?

Der IIS ist (fast) ueberall dabei

Microsoft Forefront Protection Server Management Console 2010 Setup

Preparing to Install...

Please wait...

Installing component: IIS-WebServerRole

FPSMC Setup is verifying the prerequisites and preparing
the Wizard which will guide you through the program setup.

]

Cancel




SQL 2008 Express, man das Setup Programm installiert das sogar von alleine ©

& Microsoft Forefront Protection Server Management Console 2010 Setup |

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT SQL SERVER 2008 R2 EXPRESS

These license terms are an agreement between Microsoft Corporation (or based on where you

live, one of its affiliates) and you. Please read them. They apply to the software named above,

which includes the media on which you received it, if any. The terms also apply to any Microsoft
* updates,

* supplements,

+ Internet-based services, and

+  support services

for this software, unless other terms accompany those items. If so, those terms apply. 4

¥ 1accept the license terms.
OK Cancel |

Microsoft Forefront Protection Server Management Console 2010 Sef

Preparing to Install...

FPSMC Setup is verifying the prerequisites and preparing
the Wizard which will guide you through the program setup.

Please wait...

Configuring Microsoft SQL Server 2008 R2 Express (FPSMCDB
instance)

|

Cancel



Das dauert aber ...

& SOL Server 2008 R2 Setup =8 x|

Installation Progress

Installation Progress

|

Running SQL Server discovery.

Next > | Cancel | Help |
A

Na, die Chart Controls haette man ja auch automatisch installieren lassen koennen

Microsoft Forefront Protection Server Manage 5[

‘¥ou must install Microsoft Chart Controls for Microsoft .MET Framework 3.5
before continuing with this setup program.

‘fou can download the installer from the following location:
http: ffgo.microsoft, com/fwlink,?LinkId=2028 16

After installing it you must dick "Retry™ to chedk product requirements again,
or you can dick "Cancel” now to exit this setup program.

Retry I Cancel




Jetzt geht es endlich los

i'é'u Microsoft Forefront Protection Server Mﬂlagement 0=
End-User License Agreement

Please read the following license agreement carefully!

MICROSOFT SOFTWARE LICENSE TERMS i’

MICROSOFT FOREFRONT PROTECTION SERVER MANAGEMENT
CONSOLE 2010

These license terms are an agreement between Microsoft Corporation

(or based on where you live, one of its affiliates) and you. Please read
them. They apply to the software named above, which includes the

media on which you received it, if any. The terms also apply to any hd|

* I accept the terms in the License Agreement

I do not accept the terms in the License Agreement

Mext = I Cancel

Esgehtab ...

f& Microsoft Forefront Protection Server Management C o [m] 5

Install Microsoft Forefront Protection Server Management Console

Please wait while Microsoft Forefront Protection Server Management Console is
installed.

Status: Starting IIS Metabase Transaction
|

= Back Mk = | Cancel




Finish not swedish

licrosoft Forefront Protection Server Management

I

Installation complete

Setup has finished instaling Microsoft Forefront Protection
Server Management Console on your computer,

Finish

Dann starten wir mal die Verwaltungskonsole

ff" Forefront Protection Server Management Console - Windows Internet Explorer

P —

|g http: /flocalhost/FPSMConsole Default. aspx j g || X

T Favorites | 55 @8 Suggested Sites ~ @] Web Slice Gallery ~

(& Forefront Protection Server Management Console | | i - T L=l

T Microsoft

- Forefront
Protection Server Management Console zo10

Home e
| AtaGlance ]

Hew Servers Home = At a Glance

bl This pane provides a summary of your protected environment over the past 24 hours.
User Management

Server Management

Server Group Management Detailed Summary

Global Configuration

Online Protect Exchange Spam Statistics Exchange Incident Statistics
niine Frotection
Quarantine Management Connection Filtering: 0 Malware: 0
Exchange SMTP Filtering: 0 File Filters: 0
SharePaint Content Filtering (Rejected or Deleted): 0 Keywoard Filters: 0
Job Management Backscatter Filtering: 0 Subject Line Filters: 0
Packages - Content Filtering (Quarantined): i} Sender-Domain: 0
Jobs Total Spam Detected: 0 Total Incidents Detected: 0
Reports Messages Scanned: i} Messages Scanned: 0
Incident Detection
Spam Detection SharePoint Incident Statistics
Engine and Definition Versions.
L Malware: 0
ogs . ]
Notification Logs File Filters: 0
Keyward Filters: 0
Hel
Onlﬁe Help Files Detected: 0
Privacy Statement Total Files Scanned: 0
Top 5 Viruses

Virus Name Count



User Administration, ggfs. Benutzer hinzufuegen

.- Forefront Protection Server Management Console - Windows Internet Explorer

i . -
% L4 IE, http://localhest,/FPSMConsole /JUserManagement. aspx

= | 31 3| [ oE 2]

{‘; Favorites | {5 @ Suggested Sites » & | Web Slice Gallery ~

9 Forefront Protection Server Management Console | |

X - Bl - =) = - Page - Safety - Tools~ @

\-'?_Ql\ Microsoft*
Forefront
Protection Server Management Console 2010

Home
At a Glance User Management
New Servers

Administration = User Management
Administration

U_se this pane to add and remave user access from Forefront Protection Server Managemen? Console. All user accounts must map to a local
windows account on the Forefront Protection Server Management Console server or a domain account.
Server Management
Server Group Management Users | Actions
Global Configuration
Online Protection [ Display Name User Name 42, Add Users
Quarantine Management

Installation Administrator
Exchange

SharePoint

trainer.intern\administrator 3;; Delete Users

Job Management
Packages
Jobs

Reports

Server Management

Server hinzufuegen und Agent deployen

Forefront Protection Server Management Console - Windows Internet Explorer

{ ==
GT\:; - |g, http:/localhost/FPSMConsole/ServerManagement. aspx j |E| |z‘ IE Bing |E[

7 Favorites ‘ 9% @8 suggested sites » @ | Web Slice Gallery =

@Foreﬁontprcbection Server Management Conscle | | & - =[] @ ~ Page ~ Safety » Tools » @

_-,‘_'\.;;\ Microsoft”
Forefront
Protection Server Management Console 2010

Home

P — Server Management
New Servers

Administration = Server Management

Administration ;
e —— Use this pane to add or remove servers, deploy agents, or check the status of agent deployment.
LITALETET | Server Selection | Actions
Server Group Management
Global Configuration ‘ " Server Status Version Description ‘ E Add Servers ;I
Online Protection : =
a Delete Selected Servers
Quarantine Management
Exchange m Deploy Agent
SharePoint | Deployment Status =
Job Management
Packages
Jobs
Reports
Incident Detection




Add Servers

Administration = Server Management = Add Servers

Use this pane to add servers.

Select Servers

Select servers to add to the management console. Add servers using the Domain browser or enter the :
servers list. Servers that are not part of the domain must be entered manually.

Mote: After adding servers, you must deploy agents to them from the Server Management pane.

. Domain Browser . Selected Servers List

Domain: Itrainer.intem "l Sharepointtrainer.intern
TRAINER-DC trainer.intern
Server type: IANY 'I

Find Now |

Servers:

e
TRAINER-DC

Deploy Agent

Administration = Server Management = Deploy Agent

Enter a username and password with administrative access to the selected semvers. This password will
and install the agent software. You can use the same password for all servers by selecting the "Use these
the first row.

Server Name Username* Password

¥ Use these credentials for all servers |trainer\administrator |uuuu|

sharepoint.trainer.intern | |

trainer-dc trainer.intern | |

* Enter the username in the format domainusername or serveriusername.

Deployment Status

/7 Forefront Protection Server Management Console - Windows Internet Explorer ==l
G@ = [&] hip:/ocabostestConsole NotiicationLogs.aspx7iobtype =5 =l 4l[%| [Feng |2
7 Favorites | 5% @ Sugoested Sites = @] Web Siice Galery =

{& Forefront Protection Server Management Console | | X - B - ) = - Page~ Safety - Tooks - (@

User Management <Purgs.
Server Wanagement
Server Group Management Filter View
Global Configuration

Online Protection

Job Filters
Quarantine Management
Exchange Choose from the values below to filter your notifications.
ShareFoint Job Type
Job Management |Agent Deployment j
Packages
Jobs. Job Name:
[au =l
Reports
Incident Detection Host Name:
Spam Detection [au k3|

Engine and Definition Versions.
A
e _ ey |

Help
Online Help Retrieve I
Privacy Statement e
Notification View
Host Name Time Job Name Message

Agent

Deployment Agentinstalled

@ sharepointtrainerintern 18.12.2010 13:04:42

Failed to deploy the Agent.
Cannot start service Pushinstaller634282742145892060 on computer tr
dctrainer.intern’”.

Agent

o trainer-dcirainerintern 18122010 13.04:28 Deployment

W4k M



Server Management

Administration = Server Management

Use this pane to add or remove servers, deploy agents, or check the status of agent deployment.

Server Selection | | Actions
I i T 1
[~ Server Status Version Description # Add Servers
[T sharepointtrainerintern  Agentinstalled  Forefront 11.1.0394.0  sharepointtrainer.intern ?ﬁ Delete Selected Servers
[ trainer-dctrainerintern Error Unknown trainer-dc.trainer.intern :

E’[ Deploy Agent
|+4] Deployment Status

Nochmal deployenn. Alle guten Dinge sind zwei

| Hotification View

Host Name Time Job Name Message

Agent

Deployment Agent installed

J trainer-dctrainerintern  18.12.2010 13:15:39

FSMMC Agent auf den Servern

Microsoft FSSMC Agent Service Properties (Local Co x| |

et oo Recre | Dpriercis| ]

ETER R | Desaription | Status | Startup Type | Logonas |
Display name: Microsoft FSSMC Agent Service It Service Monitors th... Started Automatic Metwork S...
thronization Service Synchroniz... Started Automatic Laocal Service
Description: ’ﬁMC AL ;I nadow Copy Reguestor Coordinate... Started Automatic Local System
LI Enables thi... Started Automatic Local System
Path to executable: Eec Keying Modules The IKEEX... Started Automatic Local System
“C-\Program Files [x86)\Forefrort Protection Server Management'\Deployme Es Detection Enables us... Manual Local System
n Sharing (ICS) Provides n... Disabled Local System
Startup type: IMOI‘HEHC ﬂ Provides tu... Started Automatic Local System
Internet Pr...  Started Manual Network 5.
ezt o ted Transaction Coordinator Coordinate. .. Manual Metwork S...
y Discovery Mapper Creates a ... Manual Laocal Service
Service status:  Started Providesa... Started Automatic Network 5...
mework NGEM v2.0.50727_X64 Microsoft ... Disabled Local System

Stz | Stop | Fause Resume X i

mework MGEM v2.0,50727_X86 Microsoft ... Disabled Local System
You can specify the start parameters that apply when you start the senvice mework NGEN v4.0.30319_%64 Microsoft ... Automatic (D... Local System
from here. mework NGEM v4.0.30315_X86 Microsoft ... Automatic (D...  Local System
iannel Platform Registration Service Registers t... Manual Laocal Service
St paraie I t Server Protection Controller Startsand ... Started Automatic Local System
t Server Protection Controller for... Retrievesr... Started Manual TRAINER), ..
t Server Protection Eventing Ser... Processes... Started Manual Metwork 5...
oK I Cancel | Aol t Server Protection Mail Pickup 5...  Deliversm.,,  Started Manual Metwork S...
. t Server Protection VSS Writer 5. Provides th... Started Manual Local System
@Microscﬂ: FSSMC Agent Service FPSMC Pro... Started Automatic Local System

C:);Micrasuﬂ: FSSMC Agent Service Helper FPSMC Pro... Started Automatic Local System



Group Management

Server koennen gruppiert werden nach Funktionen etc.

Forefront Protection Server Management Console - Windows Internet Explorer = IE I_

&:_;- - |g, http:/localhost/FPSMConsole LogicalView. aspx j ‘EHE‘ I Bing |E[

.7 Favorites | 9% & suggested sites » @ Web Slice Gallery ~

@Foreﬁontl’robecﬁon Server Management Console | | & - - [ @ + Page v Safety » Tools « ®
=, Microsoft”
< Forefront

Protection Server Management Console 2010

New Servers Administration = Server Group Management

Administration ; !
Use this pane to manage server groups. Select a server or a group and then select an action.
User Management

Server Management | Server Groups | Actions

sroup Management

Glebal Configuration E'm .‘F

Add Server Grou

Onling Protection =-yPefault

Assign Servers to Group
Quarantine Management harepointtrainer.intern E":I'j
Exchange Grainer-dc trainer.intem K Delete Server Group

SharePoint ) Move Server Group
Job Management 7< Remove Server From Group

Packages c
3 Rename Server Group
Jobs &' Rename Sever Grou
Reports

Incident Detection

Globale Konfiguration

Forefront Protection Server Management Console - Windows Internet Explorer

g\\; - |g, http:/flocalhost/FPSMConsole fConfigure. aspx j |§||z| I Bing

{:f Favarites | 5:5 @ Suggested Sites » @ | Web Slice Gallery =

gForeﬁontProbecﬁon Server Management Console | | & - = [ @ - Page ~ Safety ~ Tools ~
[~ Server Management
SMTP Server

Server Group Management

Configuration

Specify the "SMTP server” and "From address™ to use for all SMTP messages originating from Forefront Protection Server Management
Online Protection Console.

Quarantine Management SMTP server:  [rainer-dcirainer.intern

Exchange -

SharePoint From address: |FPSMC@tramer.|ntem
Job Management W Require SMTP authentication

Packages

Jobs Username: |trainenadmimstrat0r
Reports Password: [esseesss|

Incident Detection
Spam Detection

Engine and Definition Versions

Quarantine and Statistics Settings

Logs Specify the quarantine polling options used to manage the retrieval of quarantine data. Quarantine data is collected at the same interval

Notification Logs specified for statistics polling.

Help Polling interval (in minutes) |15

Online Help

Privacy Statement Purge after (days) |5
Maximum polled records per server |5000

I Retrieve spam quarantine data

W Enable quarantine paolling

Download Configuration

Specify the location for downloading engine and definition updates.

Download location: hitp:// |f0refrontdl.microsoﬂ com/server/scanengineupdate

Proxy server: |



Quarantaene Management

7 * Forefront Protection Server Management Console - Windows Internet Explorer =180
m;f - |g, http:/localhost/FPSMConsole /AntQuarMgt.aspx ProductType=1 j |£| |z| IE Bing |EE|
77 Favorites | 93 8 Suggested Sites ~ @ | Web Slice Gallery ~

9Fnreﬁont Protection Server Management Console | | ﬁ v - @ ~ Page - Safety - Tools - @'

" Microsaft
2 Forefront
Protection Server Management Console 2010

Al a Glance

New Servers CQuarantine Management = Exchange
Administration ) )
Uiser Management View or manage quarantined items across your Exchange environment.
y =Confiqure C
Server Management
Server Group Management [ Filter View

Global Configuration I
Online Protection

uarantine Management -
w & Quarantine results as of. 18.12.2010 13:15:00 Retrieve Qu
SharePoint | Quarantine View
J:b kManigemeﬂt | Detection Time Server Name Sender Name Recipient Names Subject Incident Name Incident Category Delivere:
ackages L
Jobs H 4 Pagel 1 of1Z bk M Displaying 0-0 of 0 Records per page
Reports
Incident Detection

[ Quarantine Details

Spam Detection I

Engine and Definition Versions

Online Protection mit FOPE Integration (optional)

{~ Forefront Protection Server Management Console - Windows Internet Explorer
G-\:‘—; - Ig, http: /flocalhost/FPSMConsole /OnlineProtection. aspx j |‘_}| |£| IE Bing

{; Favorites | i.s @ Suggested Sites ~ @ | Web Slice Gallery ~

@ForeﬁontProhection Server Management Console | | & T v B @ - Page -
I, Microsoft:
- Forefront

Protection Server Management Console 2010

Home n =
ta lance | onlineProtection |

New Servers Administration = Online Protection

Administration Use this pane to access Forefront Online Protection for Exchange (FOPE) administrative functionality.
User Management

Server Management .
Online Reports

Server Group Management
Global Configuration Access FOPE reports that are not available within the management console.

Cnline Protection
Online Reports |

Quarantine Management

Exchange
SraEEonk Hosted Quarantine
Job Management Access items quarantined within FOPE.
Packages
Jobs Hosted Quarantine |
Reports
Incident Detection L. )
Spam Detection Administration Center
Engine and Definition Versions Access additional tools and features provided by FOPE through the FOPE Administration Center home page.
Logs - .
Notification Logs Administration Center
Help
Online Help Advanced Mail Tracing

Privacy Statement
FOPE provides advanced mail tracing facilities.

Advanced Mail Tracing




Deployment Jobs

(f'_' Forefront Protection Server Management Console - Windows Internet Explorer =171
m - |g, http: /localhost/FPSMConsale/JobView, aspx j |‘_’| |£| IE Bing |EZ|

{2 Favarites. | {;9 ? Suggested Sites * @& | Web Slice Gallery =

@Foreﬁontprobection Server Management Console | | ﬁ - - [ @ +* Page » Safety + Tools @v

" Micrasoft
- Forefront
Protection Server Management Console 2010

At a Glance

News Servers Job Management > Jobs
ﬁji::':::::n:; Use this pane to create, modify, delete or view status of jobs. FPrivacy Staterment

Server Management -

Server Group Management | Jobs | gctions

Global Configuration W De it Johs| iﬁ Create

Oniine Protection @ Signature Redistribution Jobs o Edi

= i

Quarantine Management @schedule Report Jobs e

Exchange ... g@#Product Activation Jobs A Status

SharePoint . g Ig Copy
J:i::e:agement 5 Delete

} Run Mow

Reports .

Incident Detection

Spam Detection

Verteilen wir mal Signaturen

Signature Redistribution Job

Job Management = Jobs = Signature Redistribution Job

Use this pane to add or modify signature redistribution jobs.

Job Name

Job name: |Signature Updates

Schedule Download

Selectthe schedule for polling the Microsoft Web site for signature updates. When an update is abtained, all servers in the organization will
be notified immediately.

¥ Schedule job

Download frequency: |12 |H0urs j

Start time: IU 'I : IUU 'I

Number of Retries: |2

Retry Delay (Minutes) |1u

E-mail Notification

Select an e-mail address to send success or failure notices to. (These are in addition to the defaults specified in the distribution hierarchy.)

E-mail Recipients: |administrator@trainer.imern| Add I



Alle Engines

Signature Redistribution Job

Job Management = Jobs = Signature Redistribution Job

Use this pane to select the engines for the redistribution job.

Engine Selection

Selectthe engines to download and redistribute.

Select All
Name Description

v cloudmark Cloudmark Authority Engine
v command Authentium Command Antivirus Engine
v kaspersky Kaspersky Antivirus Technology
v microsoft Microsoft Antimalware Engine
I3 norman Marman Virus Control
v vbuster VirusBuster Antivirus Scan Engine
¥ wormlist Worm List

< Back Mext = | Cancel

Welche Servergruppen sollen die Updates erhalten

Assign Job

Job Management = Jobs = Signature Redistribution Job = Assign Job

Use this pane to assign redistribution jobs to servers.

Assign Job

Selecttarget servers/groups for the current redistribution job.

& ¥ cyDefault
W sharepoint.trainer.imern

< Back Finish Cancel




Job jetzt starten

Run Job Now

Job Management = Jobs = Run Job Now

Use this pane to immediately download and distribute engine updates or to distribute the current engine versions.

Job Description

Summary and recent history of the selected redistribution job.

Job name:
Source:
Schedule:
Last Run:

Engine List

Signature Updates

hitp:iforefrontdl. microsoft.coml/server/scanengineupdate
Qcecurs every 720 minutes starting at 00:00

Mot available

This is the list of engines assigned to this redistribution job.

Name
cloudmark
command
kaspersky
microsoft
norman
vbuster

wormlist

Server List

Description

Cloudmark Authority Engine
Authentium Command Antivirus Engine
Kaspersky Antivirus Technology
Microsoft Antimalware Engine

Marman Virus Control

VirusBuster Antivirus Scan Engine

Warm List

These are the servers assigned to this job.

Name Agent Status Description
Job ist gestartet
| Notification View
Host Name Time Job Name Message
& fpsmctrainer intern 18.12.2010 13:25:57 Sgnature Redistribution Job Started

Updates



Report Job generieren

Engine and Definition Versions

Reports = Engine and Definition Versions

Use this pane to specify parameters for this report.

Select Products
Select the products to be included in the report.
¥ Exchange
¥ SharePoint

Select Servers

Selectthe servers to be included in the report.

I sharepoint.trainer.intern
4 trainer—dc.trainer.intem

Updates sind da

Engine and Definition Versions

Generate Report |

Servers processed [2]: Hide All

sharepointtrainerintern
trainer-dc trainerintern

Engine

Update

Definition Version e

Current Version

“

trainer-

@ CLOUDMARK amdG4 ; ) 30650.1.220 s5p.4:4145956.4145959 1009250001
dc.trainer.intern

pr frainer-

@ COMMAMD *B6 L 5210 201012180519 1012180002
dctrainer.intern

4 frainer- a4

@ KASPERSKY x86 L 5.01.94 18.12.2010 9:33:26 1012180010
dctrainer.intern

p trainer-

@ MICROSOFT %86 ; ) 1.1.6402.0 1.95.2071.0 1012180001
dc.trainer.intern

@ | NORMAN |86 rainer- 6.6.12 6.65#0 1012170003
dctrainerintern

@ VBUSTER  x86 frainer- 5202010 435400 2010-12-17 1012170002
dctrainer.intern 10-19

P trainer-

@ WORMLIST  xB6 11.0.2.165 60.40.60.241 1009270001

dc.trainer.intern

Last Checked
(Timezone:
W. Europe

Standard
Time)

18.12.2010
13:04:47

18.12.2010
12:53:38

18.12.2010
13:04:26

18.12.2010
12:53.02

18.12.2010
12:53:46

18.12.2010
12:55:00

18.12.2010
12:53:40

Last Updated
(Timezone:
W. Europe

Standard
Time)

18.12.2010
11:06:05

18.12.2010
11:27:01

18.12.2010
13:04:26

18.12.2010
11:26:32

18.12.2010
11:39:23

18.12.2010
11:32:27

18.12.2010
11:17:32




Fehlermeldungen beim Scan Engine Update

Notification Logs

Logs = Motification Logs

View all of your job status notifications.

=Purge

Filter View

Retrieve I

Notification View

Host Name Time Job Name
© trainer-dctrainerintern | 18.12.2010 14:05:14 S‘gg;‘:s’e
@ fesmotrainerintern  18.12.2010 14:00:08 Ot O D2t
@ fosmctrainerintern | 18.12.2010 14:00:01 gﬁggnme

: . ) i Signature
&) sharepointtrainerintern 18.12.2010 13:57:01 Updates

Reports

(’ Forefront Protection Server Management Console - Windows Internet Explorer

Message
Download of Cloudmark, Command, Kaspersky Microsoft Morman, YBuster, W
failed. Error code 1

Out Of Date Check engine job completed.

Out Of Date Check engine job started.

Download of Command Kaspersky Microsoft, Morman VBuster failed. The typr—
for 'System Management. Automation Runspaces.RunspaceConfiguration” thi
exception.

=]

% - |g, http:/flocalhost/FPSMConsole fRepor tForm.aspx?Repor tType =engine

{; Favarites | {5, @ Suggested Sites = & | Web Slice Gallery ~

@ Forefront Protection Server Management Console | |

= (3|3 [oE 28

X - Bl - [ p= v Page - Safety r Toos~ (@~

\\-?\3.\ Microsoft*
2 Forefront
Protection Server Management Console 2010

s

New Servers Reports = Engine and Definition Versions

Administration
User Management
Server Management

Server Group Management Select Products

Use this pane to specify parameters for this report.

Global Configuration Selectthe products to be included in the report

Online Protection

- M Exchange
Quarantine Management W SharePoint
Exchange
SharePoint

Select Servers
Job Management

Packages Selectthe servers to be included in the report.
Jobs mEF oot Group)

Reports 27 cyDefault

Incident Detection I_snarepmnt.tramer.mtern

Spam Detection L {Strainer-dc trainer.intern

Engine and Definition Versions

Logs
Motification Logs

Generate Report |



Last Checked | Last Updated
. o . (Timezone: (Timezone:
. . Engine Definition Update
Current Engine Platform Version Version Version \':t:““dr;':}: ‘:t:,:';;?:
Time) ]
@& COMMAND amd64  sharepainttrainerinter 5210 201012180519 1012180002 1322910 18122010
p o 23102010 18122010 18122010
a KASPERSKY amdfd  sharepointtrainer.intern 8.0349 10210 1012180008 135022 13°50-22
@ WICROSOFT amd64  sharepointtainerintern 1164020 19520710 1012180001 |5 22010 18122010
@ NORMAN  amdéd4  sharepointirainer.intern 6612 66#0 1012170003 (5122010 18122010
@ VBUSTER amd&d4  sharepointtrainerintern 52.0 33:1109_ 13.6.100?;:110_; 1012170002 12:1%?210 ag:;ﬁ:ggm
p . o 18.12.2010 18122010 18122010
@ CLOUDMARK amd&4  trainer-dctrainerintern = 3050.1.2.20 141039 1009250001 140215 11-06-05
@& COMMAND x86  tainer-dciainerintemn 5210 201012180519 1012180002 3122010 18122010
. o 18.12.2010 18122010 18122010
0 KASPERSKY  x86 trainer-dc.trainer.intern 5.01.94 93326 1012180010 14-0033 13-04-26
& MICROSOFT x86  trainerdchainerinter 1164020 19520710 1012180001 (5122010 18122010
@ NORMAN  x86 trainer-dcirainer.intern 8612 66#0 1012170003 15122010 18122010
@ VBUSTER *B6 trainer-dc.trainer.intern 220 33:1109' 13.6.100?3:1107; 1012170002 12;;3%310 ﬁjgjggm
@ WORMUST x5  tanerdcwaimerintem 1102165 6040.60241 1009270001 3122010 18122010
Incident

Testen wir mal mit Eicar die Funktionsweise von

FPSMC

FPE und FPSMC

{_ Forefront Protection Server Management Console - Windows Internet Explorer

% - |§, http: //localhost/FPSMConsole/Default. aspx j |2| |£| IE Bing
i} Favaorites | {;‘3 @ Suggested Sites € | Web Slice Gallery ~
{€ Forefront Protection Server Management Console | | M- v 2] v

User Management
Server Management
Server Group Management
Global Configuration

Onling Protection

Quarantine Management
Exchange
SharePoint

Job Management
Packages
Jobs

Reports

Incident Detection

Spam Detection

Engine and Definition Versions
Logs

Notification Logs
Help

Online Help

Privacy Statement

Detailed Summary

Exchange Spam Statistics Exchange Incident Statistics
Connection Filtering: 0 Malware: 2
SMTP Filtering: 0 File Filters: ]
Content Filtering (Rejected or Deleted): i) Keyword Filters: a
Backscatter Filtering: 0 Subject Line Filters: 0
Content Filtering (Quarantined): 0 Sender-Domain: 0
Total Spam Detected: 0 Total Incidents Detected: 2
Messages Scanned: 0 Messages Scanned: 0
SharePoint Incident Statistics
Malware: 0
File Filters: 0
Keyword Filters: 0
Files Detected: 0
Total Files Scanned: 0
Top 5 Viruses
Virus Name Count
dosfeicar_test_file 2
Most Active Servers (Based on Detections)
Server Incidents Spam Total
trainer-dc.trainer.intern 2 0 2




Oh jee, Incidents ohne Ende

nciaent vetecton

Reports = Incident Detection = Incident Detection Report

Incident Detection Report

Time Period: 11.12.2010 00:00:00 to 18.12.2010 16:00:00

Servers processed [2]: Show All

Distribution Of Detections

Messages/Files Scanned: 0

Quarantaene Management

/> Forefront Protection Server Management Console - Windows Internet Explorer

Messages/Files Detected: 2

I Malware - 2
FileFilters - 0

I Keyword Filters - 0

B Subject Line Filters - 0
Sender Filters - 0
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Protection Server Management Console 2010

Quarantine Management = Exchange
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Wiew or manage guarantined items across your Exchange environment.

=Configure ¢

[ Filter View

Quarantine results as of: 12.12.2010 15:14:59 |_“een O
Quarantine View
Detection Time Server Name Sender Name Recipient Names Subject Incident Name Incident Category  Delive
% 18122010 14:39:06  TRAINER-DC  Administrator  Unbekannt DOSEICAR_Test_File  Virus
L% 18122010 14:36:46 TRAINER-DC  Administrator  Unbekannt DOS/EICAR_Test_File  Virus
H 4 pagel 1 of1ZS b M Displaying 1-2 of 2 Records per page
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Server Security-Ansichten - Vorfalle

=] f-_.b'n Server Security-Ansichte| Auf dem Server erkannte Vorfélle anzeigen und verwalten
Sfriy
~i‘ Spamdetails |<Kein Filter> j p ~
T, Filterdetails Filterwert:
B Vorfale |
'-.l'ﬁ Quarantdne
= [} Konfiguration -
'.J Benachrichtigungen | Erkennungszeit Status Vaorfallkategorie Vorfallname Betreff
EHL Vorfalloptionen 15.12.2010 14:39 1-Entfernt 1 -Virus DOS/EICAR _Test_File
'l'Lﬁ Quarantdneoptionen| 15.12.2010 14:36 1-Entfernt 1 -Virus DOS/EICAR_Test_File



